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THERE AR
KINDS OF

Marketing approach
* Interactive Application Security Testing (IAST)
- Dynamic Application Security Testing (DAST)
- Static Application Security Testing (SAST)

DIFFERENT
OBOTS

AJ (L

Technical approach
 Black Box/White Box
- Static/Dynamic

Scientific approach
- 1t's all relative



DAST

We don’t have access to [server] application

Fuzzing/Fault injection

Pro

- Easy to implement/Easy to verify results/Low level of false posit”ﬁs
- Language/Framework/Backend independent

Cons
- Weak API coverage/Auth/Web 2.0

- Application should be deployed/Can terminate app*
“O(c")e>1**

*And admins will terminate you
*Never stops




SAST

We have access full access to application [source code]

Model checking/correctness properties of finite-state systems

Pro

- [possible] Good coverage/Don’t need to deploy app
- [possible] Good performance*

Cons

- Hard to implement/Hard to verify results

- [can generate]a lot of of false positives/Language dependent
- K:={(i, x) | program i will eventually halt if run with input x} *

*Because of computation timeouts
**The halting problem
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[AST

Have full access to application [source code]/system and can
patch it

Fuzzing/Instrumentation/Data [control] flow tracing

Pro
= Can combine strengths of SAST and DAST
- Control of dataflow/Second chance vulns/binary analysi

Cons

= Can combine weaknesses of SAST and DAST
- Need fuzzer/Need to patch server

- Generates tons of results (execution trace)

- Need to have/patch “live” system




CAN WE USE (\AST)

Dynamic Application Security Testing (DAST) and Static Application Security
Testing (SAST) -- Issue Type Coverage

SAST only v oy
* Null pointer dereference
* Threading issues

* Code quality lssues

* Issues in dead code

Towpotenﬁa! security issues

* Environment configueation ssues
* Patch level issues

* Runtime privileges issues

* Authentication issues

* Insecure arypto functions
* Issues in badk-end application code
* Complex injection issues

* Issues in non-web app code

* Protocal parser issues

* Session management issues

* Issues in 3rd party web components
* Malware analysis

DAST & SAST

* SQL Injection

* Crosssite Scripting

* HTTP Response Splitting
* O5 Commanding

* LDAP Injection

* XPath Injection

* Path Traversal

* Buffer Overflows

* Format Stning Issues

http://ibm.co/HeDsGyv



http://ibm.co/HeDsGw
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URL-TO-50URC.
MAPPINGS

SAST and DAST have produces incompatible output
SAST: line of code, CFG
DAST: Input data (HTTP Request)

DAST

RL: company.com
/index?name=" or '1'="1

i
- SAST

File: NewClass.java
Line: 27

urce - Sink:

in.jsp: 10:getParameter()
NewClass.java:27:java.sql.
Statement.executeQuery




HYBRID ANALYSIS!

Real-Time Hybrid Correlation

Runtime Analysis

b ——, [E
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[ﬁﬁ]Weanspect
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DAST
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RL: company.com

/index?name=" or '1'="1

e, e
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F Fortify Runtime

Analysis
(SecurityScope)
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Static Analysis

3

Fortify
Source Code
Analysis
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SASI

File: NewClass.java
Line: 27

RAST (0

File: NewClass.java

Line: 27

ID: 234

ID: 234

;aﬁﬁa;?smkr‘~\‘\\\

in.jsp:10:getParameter()

NewClass.java:27:java.sql.
{atement.executeow

v

http://bit.ly/17wbvnL
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REALITY

Need to have and to patch “live” system/source code
Need to analyze application several times
Magic to correlate “line number” (SAST) and “input data”

(MAST)
O(c")ec> 1)

*Never:stops



PERFECTION?

No live system
Low level of false positives
Automatic exploits generation!
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Need to use static analysis

Proper model

representation is half the battle
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ABSTRACT SYNT

R Y \NT\
‘ 24 »
A4 A 41 4

while b !=
if a > b
a4 = a -
else
b (= b -

return a

while

compare
Dp =

varlable constant

name: b wvalue: 0

campare
op: =

variable ariable
name: a name: b

body
branch

CDHdM

assign

/N

statement
s5equencs

return

wariable
name: a

if-body else-body

assign

/ N\

variable bin op variable bin op

name: a op: — name: b op: —
variable variable wariable variable
name: a name: b name: b name: a




CONTROL FLOW GRAPH

PrintWriter out = response. getWriter ();
BASEG64Decoder decoder = new BASEG4Decoder ();
String 1d = request. getParameter ('1d");

String name = request. getParameter ('name'),

Tre /

Else
byte [] value = decoder.decodeButter (id). \g
String ¢ = new String (value),
String ret = "zervletl:" + &
out.prmtln (ret); Z
Y

out.println ("'not admin'},

out.close ().




PROGRAM
DEPENDENCE GRAPH

—p Confrol dependence edges
....... 2= Data dependence edges
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SYMBOLIC

XECUTION

= If{wD} > Cprintix). ,fw

- f

D Corntiop>  Cprinti2ix)



SYMBOLIC EXECUTION!




<CUTION
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S(YMBOLIC |

Path Explosion *

Full support of language (functions/frameworks/environment)**

[sometimes] too far from real code [execution flow]***

*Number of paths grows exponentially with program size and can be infinite ****
**Zillions man-hours with endless updates****
***SAT was the first known NP-complete problem, as proved by Stephen Cook in :

**** Never stops




IFALSE POSITIV.
EXPLOITS

(L)
op
1
1

Preconditions (Bad
Input)
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EXPLOIT IS USEFUL TO

prove that vulnerability exists*

make additional [dynamic | automatic] checks**
create test cases for QA

generate signatures/virtual patches for AF/IDS***

* get devs to shut up and fix the bug
**automatic verification via fuzzing

***self-defending application




Language Database

O

Application Source Code Static Analyser Dynamic Slice
Vulnerabilities Database Dynamic Analyser Interactive Profiler
Vulnerabilities
Vulnerabilities

=

Exploit Generator Reports

Exploits Highlight Code

Research
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Languages grammar
- Input functions
* Filtering functions

Potentially Vulnerable Functions (PVF)
* Related Vulnerabilities

- Related Preconditions (Bad Inputs)

- Related Exploit Creation Rules

Safe functions
- Can be called without any risk



WHY SLICING?

+ Reportir
Lines Before
@ Problem Occurred ;IQIEI Lines After:
/@I 'Updatevalues' has encountered a problem, ~ MNotes
&l

CIK, I Details == |
SmartHeap Libr: x|
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DYNAMIC SLICING®-

<?php

# Hint 1.
$inc = './inc/';
$file = 'config-for-this-site’;

include $inc.S$file.".php";

# Hint 2.

hhhhhhhhh

echo stripslashes("<script>alert(1l)</script>");



SOLVER e e e
- ‘5 o

<?php // ltest.php

print base64 _decode ($_GET['X]) ;

?>

exploit:

GET

ftest.php?x=PHNjcmlwdD5hbGVydCgxKTwvc2NyaXBOPg%3D
%3D
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INSIDE IN [ISLAND |
GRAMMAR

SELECT CONCAT (last name, ', ', first name) full name FROM mytable ORDER BY full name

SELECT tl.name, t2.salary FROM employee AS tl, info AS tZ WHERE tl.name
SELECT tl.name, t2.salary FROM emplovee tl, info tZ WHERE tl.name = t2.name;

SELECT college, region, seed FROM tournament ORDER BY region, seed;

SELECT college, region AS r, seed AS 5 FROM tournament ORDER BY r, s

SELECT college, region, seed FROM tournament ORDER BY 2, =
SELECT tl.name, tl.name, t2.salary FROM employee WHERE id = Sﬂ;
SELECT * FROM foo ORDER BY RAND (NOW ()) LIMIT _;

Change MySQL Grammar

"SELECT tl.name, tl.name, tZ.salary FROM employee WHERE 1
$i=l+uniontselect+l,?,3--+  // 8QL1 Exploit!

t2 . .name;



CONDITIONS

We can’t [symbolically | interactive] resolve all part of equation

Session id’s in files:
(file("../admin/conf/config.inc")[2] == session_id())

Session values are set:
$ SESSION["admin_login"]==true

External connections:
ftp_connect(str_replace('ftp://', ", $ POST['ftpsite))

Configuration:
I((strpos(php_sapi_name(), 'apache’) == False))

sqlsrv_connect(***, array('Database' => ", 'UID' => "***' 'PWD' =>
*x))==True



BACKDOORS?

Exploit:
GET/core/jscss.php?files=%2F..%2F..%2Fetc%2Fpasswd

Conditions:

(md5($_GET['PAT) ===
'‘bb2a4974d7aca7da8735¢c70371361cOf")

¥

dig 6676k
{Ixe3494a6b 7 ((bool)((md5($_GET[PAT) == 'bh2a4974d7aca7da®735¢70371 361 c0f))) : False)
T

=

\\'«.
Y
G8addd 5c

lfile_exists(('E:\\Development" Al''\Bulds_PHP"\a1-0.5.3
".".$ SERVER|REQUEST U}

L l

iy
!




...we use it

for emergency
support cases
when we need
to access files

but we don’t

BACK.

DOORS!

12, 12:35
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PRACTICAL TESTS




SECOND CHANC.

Cross Site Scripting Vulnerability

Exploit: GET /viewResults.php HTTP/1.1

Code: print $question . "<BR>";

Condition

(mysqgl_fetch_assoc(mysqgl_query(('SELECT * FROM
tblquestions, answers WHERE tblquestions.QID =
answers.QID AND answers.QID =\".$ GET['h11.
"\")))['Question'] === '<script>alert(1)</script>")



D CHANC!

I N
c_poster ... ~,
c_poster... |

- phpbb_posts(pest_id) | *

ext(post_id) i

hpbb_posts(topic_id)

1

,-"’r).

;ﬂ“(hhk_ld)
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“Hermissionss
“ ApplicationServer

aviewforum(?f=1) ()

& GET(f $forum_id,1) ()

& Result(,*) ()

& Result(viewforum,u. user_id, uv.usermame) ( )

& Result{viewforum,g.group_id, g.greup_name) ( )

& Result(viewforum,t.*, u.username, u.user_id, u2.username As User. ..

@ Result(viewforum,t.*, u,username, wu,user_id, u2,username As user.,.

aviewtopic(?t=1) ()

& GET(t Stopic_id,1) ()

& Result(viewtopic,u.username u.user id, u.user posts, u.user from..:

b -~

~ .
Y -
b B 1 iy,
7 'Browrser Session | e gy —
= RolelD 1 1 it o bl
uSessionID :m_m
] < HTTP_POST
| 4 HTTP_GET
1
sposter_id phpbb_po its(forum_id) |- phpbb_auth_a
pustr- “Select(viewforam
sposter_ip @ Selact{vi rum
 post_username
- aenable_bbcode
wenable_html
wenable_smilies
senable_sig ’
»post_edit_time .
s post_edit_count //
- 4
i
#



CONCLUSIONS

Exploit generation can improve .AST
- Reduce false positive

- Add transparency

- Helps o hack stuff

Condition resolver can help do detect

- Authentication condition and access control issues
- Hidden execution paths (e.g. backdoors)

- Hardcoded conditions

Combination of symbolic and real execution is useful
- Reduce labor input

* Improve performance

- Helps to balance CPU/time/memory
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