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• Applications can use four different kinds of GDI font 
technologies to display and print text
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1. Raster
2. Vector
3. TrueType
4. Microsoft OpenType

• The differences between these fonts reflect the way that 
the glyph for each character or symbol is stored in the 
respective font-resource file

• The GDI(Graphis Device Interface ) is part of the core operating
system component responsible for representing graphical 
objects and transmitting them to output devices such as 
monitors and printers.



Raster : a glyph is a bitmap that the system uses to 
draw a single character in the font.

Vector : a glyph is a collection of line endpoints that 
define the line segments that the system uses to 
draw a character in the font.

TrueType & OpenType :  a glyph is a collection of 
line and curve commands as well as a collection 
of hints.

21 Ekim 2015 signalsec.com 5

http://msdn.microsoft.com/en‐us/library/dd162893(v=vs.85).aspx



• A TrueType font file contains data in table format, that 
comprises an outline font 

• And the raster device uses combinations of data from 
different tables to render the glyph data in the font.

• You can use TrueTypeViewer, FontForge and TTFDump
as font editor/viewer
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• 010 Editor is probably best choice for viewing/editing files

• There are many file format templates for 010 Editor including TTF! 

• We modified 010 Editor‘s TTF template a bit for readability, here is example
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http://www.sweetscape.com/010editor/templates/



• TTF font begins at byte 0 with the Font Offset Table

• Font Offset Table have 5 subtable:
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SFNT_Ver : Version information 65536 for version 1.0
numTables : Number of tables
searchRange : (Maximum power of 2 ≤ numTables) x 16
entrySelector : Log2(maximum power of 2 ≤ numTables)
rangeShift : numTables x 16-searchRange



• This table followed at byte 12 by the Table Directory entries

• Each entry have 4 member

• And Table Directory entries must be sorted in ascending order by tag
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tag              :  4 byte identifier
checkSum : 4 byte checksum value of this table
offset         :  Offset from beginning 
length         : Length of this table

o Important to say that we should NEVER fuzz these fields : checkSum, offset, length



• What is table checksum?
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o Table checksums are the unsigned sum of a given table.
o We can calculate it by this little python code

o This function implies that the length of a table must be multiple of four bytes. 
If not, you need to fill remaining with zeros



• Example
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• Also we have another checksum for entire font

• To compute it:
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1. Set checkSumAdjustment to 0 in head table
2. Calculate the checksum for all the tables and enter that value into 

the table directory
3. Calculate the checksum for the entire font
4. Calculate 0xB1B0AFBA - sum
5. Store result in checkSumAdjustment
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• There are 2 types of tables

1. Required
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2. Optional

Note that the number 0 is never a valid tag name.

• There are 2 types of tables



• TTF structure is designed to keep the entire glyph data in 
various table

• Three new tables are used to embed bitmaps in TrueType 
fonts
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I. EBDT – for embedded bitmap data
II. EBLC – for embedded bitmap locators
III. EBSC – for embedded bitmap scaling information

• The raster device which we was mentioned previously is 
generally uses   this tables to render the glyph data 



• What is glyph data? (glyf table)
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o This table contains information that describes the glyphs in the font
o Each glyph begins with the following header



o The naming table allows multilingual strings to be associated with the 
TrueType font file. These strings can represent copyright notices, font 
names, family names, style names, and so on.
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• What is name table?



• Anybody font designer here?

• So we do not need further examination of 
boring font structure
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More information about TTF : TrueType 1.0 Font Files Technical Specification (1995)
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KIRLANGIC  TTF FUZZER

signalsec.com



• Created to fuzz TTF font and generate test cases with 
fuzzed TTF files

• Byte-flipping method

• It’s structure aware (can fix table checksums etc.)

• It can generate Doc, Java, Silverlight, PDF test cases

• Will be public after the talk (https://github.com/signalsec)
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https://github.com/signalsec
https://github.com/signalsec
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• We can use 2 types of fuzzing in TTF files
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1. Dumb Fuzzing

*Simply alter TTF file without awareness of its data structure



• Dumb Fuzzing Sucks in TTF
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2.   Smart Fuzzing

*Simply alter TTF file with awareness of its data structure. In this type of fuzzing,
we will not alter structure members like checksum, table name etc..



• Fuzz process
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1. Get table information for each table(Table name, Checksum, 
Offset, Offset length)

2. Fuzz it and generate fuzzed TTF files
3. Do it again for other tables
4. Generate test cases 
5. Send it to God damn font parsers
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for i=1; i<= Number of tables; i++:

get table information here

…….

fuzzit(TTF File, Table Offset, Table length, Table no)

fuzzit:

table Data  = TTF File[Table Offset:Table Offset+Table length]

table Data Hex = table Data.encode("hex")

while start < table length:

table Data Hex[start] = `FUZZ DATA`

table Fuzzed Data = Table Data.decode("hex")

create TTF File(TTF File, tableFuzzedData, start, Table no, table offset)

start++

To sum up here is our pseudo code of fuzz process:
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• Here is an example fuzzed table; «naming» table



• Windows Kernel is not the only target

• Java, Adobe Flash, Office, Silverlight etc.
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GENERATING TEST CASES WITH FUZZED TTF

How to create Office Documents with fuzzed TTF file?



• Generating office document
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o Microsoft Office using a file format called Office Open XML 
Format since Office 2007.

o We can use any zip utility to open and modify its components.
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o ODTTF is an embedded font file type used in Microsoft Office XML format.

o An obfuscation against font file is used to prevent extracting it from Office 
document and using it.

o To perform obfuscation, 16 byte GUID is generated for the each used font( in 
fontTable.xml )

• How to generate ODTTF ?

o Then, a XOR operation is performed on the first 32 bytes of the font with the 
generated GUID;



21 Ekim 2015 signalsec.com 33

o Then, defined the font and font size that will be used in the document ( in 
document.xml )

o Notice w:sz and w:rFonts fields
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o And finally compress these files with make_archive function (make_archive
function is from shutil module) and rename it document.zip to 
document.docx

P.S: Do not forget to create new GUID for each new font you will use.
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• Result:



o fpdf module to create PDF files in a few line 
o Here you can see how we generate a pdf, add our fuzzed TTF 

into it, create a blank page and fill it with some data
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• We can use some modules to generate PDF testcases

** Need to do a simple modification on FPDF core as it doesn’t embed some corrupted fonts
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• Result:

https://pypi.python.org/pypi/fpdf



• We have 2 file to generate a Java application
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1. FuzzJava.java

Our example java code. It uses loadFont to add our fuzzed TTF file into the 
application and use it with Vbox->setStyle.
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2.   FuzzJava.py

Briefly it opens FuzzJava.java and update its content to change
current used font to our fuzzed font. And finally compile it with java compiler.



• Result:

21 Ekim 2015 signalsec.com 40



21 Ekim 2015 signalsec.com 41

for (i=0, i<ttf-amount, i++) {

• Embed mutated TTFs to VS Silverlight Project

• Build the project with «MSBuild»

• Generate HTML files to call builded «XAP» 
silverlight applications

}
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• No fuzzing farm! We performed fuzzing on our 
personal computers (4-6gb ram, i7 1.90 ghz 
etc.)
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• Part-time fuzzing in our spare time (total 
fuzzing time = less than 48 hours)
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• A few small TTF samples for testing

• Targeted MS Office 2013 & Oracle Java

• Total fuzzing test case ~= 40.000
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• Disable your antivirus during fuzzing

• It can re-discover some old vulnerabilities 
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• 4 bugs in Office 2013:
- Two of them looks exploitable. 

- One of them has been reported to the vendor through ZDI, 
waiting for patch (ZDI-CAN-3102)

- Heap corruption through MSO.DLL

• 2 bugs in Java
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• POC#1 – MS Office 2013
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• POC#2 – MS Office 2013
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• Thanks to:

– lclee_vx for bug fix & previous research

– AbdulAziz Hariri & Moti Joseph for feedbacks

– vangelis for amazing conf



Questions?
cunuver@signalsec.com
ekarul@signalsec.com
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