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Introduction

this talk will walk through several case studies of in the wild
reconnaissance activities and explain techniques, tactics and
primarily objectives of non intrusive network
discovery,particularly prevalent in targeted attacks.
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about us

whoami
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History apt vs crime tactics

APT and crime techniques are coverging. Several talks were
given on this subject (good paper by Gabor Szappanos,
"Exploit this: Evaluating the Exploit skills of Malware
groups").
APT teams deploy Drive by Downloads in targetted attacks in
wateringhole-related activities.
crime teams utilize spear-phish to distribute content (dridex,
tinba and the likes)
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Old cases

Some of these cases cover identified activities from 2011 to
2015

2011 exploit kits are sold as software. Content served with no
restrictions

2012 SaS model emerges. Serve-one-per-IP techniques seen ih the
wild. Use of cookies to control distribution

2013 Human vs. bot detection emerges. (human interraction,
mouse-move, close-popus, anti-sandbox automation
techniques, proxy detection)
mass legit domain abuse becomes common.

2014-2015 switch roles. (TDS systems became less popular for
country-specific distribution, mass mailings/spam/phish is
getting more common for content distribution).
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Some of historical activities
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historical activities(2)
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historical activities



Introduction Case studies Landscape of Attacks

historical activities (tricky case from 2013)



Introduction Case studies Landscape of Attacks

historical activities (tricky case from 2013)
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historical activities (tricky case from 2013)
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historical activities (tricky case from 2013)

Over 500 compromised domains was collected in 24 hours
Domain rotation every couple minutes
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historical activities (404 detected)
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historical activities (proxy detected)
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historical activities (URL based conig
exfiltration)
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historical activities (cookie based
monetization scheme update)
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historical activities (FTP password based
exfiltration)
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historical activities (tricky IP format)
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historical activities (no action without
interaction)
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historical activities
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Digging deep
case study This case study covers a set of interesting activities observed

in Central Asian region and ties to geo-political situation in
the area.
and briefly shares our approach to incident attribution :p
also .. Why you shouldn’t be running government sites on
php cms platforms ;-)
also challenges - getting data is hard. it gets harder when you
work with government clerks :)
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Many regional government websites are easy
targets

All of these targets share some similarities:
collocated on same machines.
run on CMS with "good" reputation to be secure ;)
are known to to host interesting defacement graphics.
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Targetted Activities: do they happen?
Central Asia is a geopolitically interesting region
similar patterns
Prevalent but not exclusive use of PlugX
large number of players, groups and loosely affilated teams
we will briefly cover one of the many pandas here :)
attribution and correlation is mainly based on TTP
correlation: similarity of tools or exploitation techniques,
shared attributes of IOCs, similar objectives
region of interest: Russia, Kyrgyzstan, Kazakhstan
Uzbekistan, Tadjikistan

[[ ]
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Activity timelines
2012-10-23 ciagov.org. 64.95.64.194
2011-10-19 ciagov.org. 64.95.64.197

2013-09-12 - 2014-08-15 ciagov.org. 169.254.131.56
2014-10-22 ciagov.org. 184.168.221.70

; ; f i r s t s een : 2013−01−13 07 : 36 : 12 −0000
; ; l a s t seen : 2013−03−14 04 : 46 : 39 −0000
c i a gov . org . IN A 208 . 87 . 3 5 . 103

r r−name : news . goog l e c a che s . com
r r−type : NXDOMAIN
seen− f i r s t : 2014−12−16 23 : 50 : 17
seen− l a s t : 2014−12−16 23 : 50 : 17
count−r e qu e s t e d : 1

r r−name : news . goog l e c a che s . com
r r−type : A
r r−add r e s s : 6 9 . 197 . 146 . 80
seen− f i r s t : 2013−07−23 20 : 36 : 26
seen− l a s t : 2013−07−23 20 : 36 : 26
count−r e qu e s t e d : 1
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Frequently use javascript fingerprinting tools

techniques similar to scanbox (1) are extremely popular.

1 http:
//pwc.blogs.com/cyber_security_updates/2014/10/
scanbox-framework-whos-affected-and-whos-using-it-1.
html

http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html
http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html
http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html
http://pwc.blogs.com/cyber_security_updates/2014/10/scanbox-framework-whos-affected-and-whos-using-it-1.html
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Conclusions

Questions? @fygrave @vbkropotov
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Credits and tools

Domain tools awesome (www.domaintools.com)

Moloch rocks (www.github.com/aol/moloch)

PDNS dnsdb, in-house, pdns-client
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