THE ANSWER TO THE QUESTION "WHO?" WAVES OF
VICTIMS OF THE ATTACKS MORE THAN AN ANSWER
TO THE QUESTION "HOW?"
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FROM APT ARTIFACTS TO ONE FINGERPRINT
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ARTEFACTS OF AN ATTACK

Address of the sender y A ddresses
Alckm @uteg

Address of the servers
Debug information
Resources

Comments

C2s Content
Communication

Linguistics and spelling



2012 - Gauss
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Gauss (debug info)

vB6 , K ] AQUSMY - T
a=QYTITHP - %: AOW B N»K @ h@m e th®m e th@m e th@®m{@ ] @mcthSm
-Err-eruLerLPErrler i@ ° @ @p@&=Plo=ah®=

‘gaussibin\release\winshell . pdb

T"’ e Ve nl'—j*"'"
AA7A4 @ Ho ™ -

August 2011 d:\projects\gauss
October 2011 d:\projects\gauss_for_macis_2

c:\documents and

Dec 2011-Jan 2012 settings\flamer\desktop\gauss_white_1
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Gauss (debug info)

c:\documents and settings\flamer\desktop\gauss_white_1\utils\Exceptions.h
\Manager.cpp c:\documents and settings\flamer\desktop\gauss_white_1\utils\SmartPtr.h
Alnjector.cpp

c:\documents and settings\flamer\desktop\gauss_white_1

\gauss\../Utils/ComUltils.h

\History.cpp

\FirefoxPluginlnstaller.cpp

ATlelemetry.cpp .\Storage.cpp .\OsUtils.cpp .\ProcessSnapshot.cpp .\Event.cpp
\GaussThread.cpp .\Buffer.cpp .\RemoteMemoryBuffer.cpp .\File.cpp .\Mutex.cpp .\Waiter.cpp
.\EveryoneSecurityAttributes.cpp .\Catcher.cpp .\BrowserConnector.cpp

c:\documents and settings\flamer\desktop\gauss_white_1

\minime\../Utils/SmartPtr.n .\Assigner.cpp .\IEAbstractElements.cpp .\FormExtractor.cpp
\COMAbstractDataTypes.cpp
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Gauss

Etymology  [=dit]
The namellebarnon fomes from the Semitic root LBN (2:4). r’neaninI«f.el‘:,r a reference to the snow-

capped Mount Lebanon. [14]

Occurrences of the name have been found in different texts from the library of Ebla.l'=l which date to the third
millennium BC, nearly 70 times in the Hebrew Bible, and three of the twelve tablets of the Epic of Gilgamesh

iperhaps as early as 2100 BC).[12]

The name is recorded in Ancient Egyptian as Rminn. where B stood for Canaanite L.[17]

KASPERYKY2



MACIS 2011: Fourth International Conference on Mathematical Aspects of
Computer and Information Sciences

[H_om ) MACIS is a series of conferences where foundational research on theoretical and

practical problems of mathematics for computing and information processing may
be presented and discussed. MACIS also addresses experimental and case
studies, scientific and engineering computation, design and implementation of
algorithms and software systems, and applications of mathematical methods and
tools to outstanding and emerging problems in applied computer and information
sciences. Each conference focuses on two or three themes.

(Orqanization

[Subn\ission

[Program

[ Registration

Important Dates

e e AN

[Accom modation

Submission of papers/extended abstracts August 10, 2011 (EXTENDED)
Notification of acceptance or rejection September 5-11, 2011
Conference taking place October 19-21, 2011
Deadline for full paper submission December 15, 2011

Follow-up Special Issue of Mathematics in Computer Science (MCS)

See here for further details. \5PERSKY§




2012 - miniFlame

“Elvis” and his friends
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In all the 4.x
file.

miniF

verS|ons

of Struc:
h Of WValue:

vioe Of Stcruc:

i
i3 H
8]

WmE e
[

ile Flags Mask: 0.6
ile Flags:

ile OS5: HNT
File Type: DLL
Language,/Code Page:
CompanyiName :
ileDescription:
FileWVersion:
InternalName:
LegalCopyright:
LegalTrademarks:
CriginalFilename:
PriwvateBuild:
ProductHame :
ProductWVersion:
SpecialBuild:

Child Type:
Translation:

lame (resources)

the developers used the same “version info”

(WINDOWS32)

3081,/1200
Microsoft Corporation

icswvnt3z2

i, o, o0, 1

icsvnt32 (or icswvntu32 for —module)

Copvright 2 2010

icsvnt3Z2.ocx for icsvntu32 for T-module)

Microsoft Corporation icswvnt3Z (for ic=vntu32 for U-module)
i, ©, 0, 1

WarFileInfo
3081/1200
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miniFlame (resources)

o B> B | =

Language : LANG_EMGLISH. SUBLANG_EMGLISH_ALS

Signature: FEEFO4ABDR | T¥Pe : Wersion Info
File Version: 1.0.0.1

Product Version: 1.0.0.1

File Flags Mask: 0.&3

ENGLISH_US NEUTRAL

KASPERIKYZ2



mini

ame (resources)

“TOOL_B” 4x-5x development
timeline

09.03.2011

4 30 26.07.2011
\ 4.50
\ —_—
\\
01.10.2010 21.02.2011 \\ 11.04.2011 01.09.2011
A\
4.00 4.20 \ 4.40 5.00
A\
.
. . \ \l .
l [ | | l .
01.09.2010 01.10.2010 01.11.2010 01.12.2010 01.01.2011 01.02.2011 01.03.2001 01.04.201[ 01.05.2011 01.06.2011 01.07.2011 01.08.2011 01.09.2011 01.10.2011
™
S \\
09.03.2011 11.04.2011 20.07.2011
4.30 Usb 4.40 Usb 4.50 Usb

ENGLISH_US
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miniFlame (resources)

J;| Address of Entry Point: [1000757F o Feal Image Checksum: |000712672h B

Field M arme Data Walue D escription
rachine 014cCh i28EE
Murmber of Sechons 0005k
Time Dake Stamp Z5BFE20E R 22091992 18:28:032
Pointer to Sypmbol T able 00000000k
Murnber of Symbolz 00000000k
el = Time Date Stamp c AEZEBCAZH [26/07720071 12:09:55]
E ritry Foirt Ord Wiy : !:l'D
e DIl Hame ToioEwnb3d2 oo
10005486k Exported Functions  : 19 I
100054240 2 E =ported Hames 18
10007059k 3 Fuointers to Entrp Point - Q00020684
100054F1h 4 Fairters ta Mame » O0OoZDE 4k
10005551 h 5 Fointers to Ordinal » 00O0zDFChH
10005EZ29h B M oatifyLogoffldser
10006EGFH 7 MHuatifplogonll zer "
1000cEBSH & Servicehd ain KASPERSKY—B



miniFlame (debug)

ODOEO01SEDD : NE1G R>bME
ODREBO1SET1Q: C:\Nprojectsiei\3P
QREER1SEZ2D: 4.2Ngeneral_vob’

OPROB1SE30: spyReleaselicsun
QOOO015E40 : t32. pdb

4D629B52: 21/02/2011 17:05:22

C:\projects\e\SP4.2\general_vob\sp\Release\icsvnt32.pdb
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miniFlame (debug)

IBEM Rational ClearCase

From Wikipedia, the free encyclopedia

The Rational ClearCase family consists of several software tools for supporting software configuration
management (SCM) of source code and other software development assets_ It is developed by the Rational
Software division of IBM. ClearCase forms the base for configuration management for many large and medium
sized businesses and can handle projects with hundreds or thousands of developers.

A part of Rational ClearCase is revision control system, which is a feature for end users.

ClearCase supports two kinds of use models, LWCM (Unified Change Management), and base ClearCase.
UJCM provides an out-of-the-box model while base ClearCase provides a basic infrastructure {upon which
UCHM is built). Both can be configured to support a wide variety of needs. UCM is part of RUF (Rational
Unified Process) and therefore all process templates and roles can be used from RUP.

ClearCase can run on a number of platforms including AKX, z/0S_ Linux. HP-UX. Solaris. and VWindows [ 1t
can handle large binary files, large numbers of files, and large repository sizes_ It handles branching, labeling,
and versioning of directories.

Database layer [=dit]

The database system that ClearCase uses is RDN Embedded from Faima. In ClearCase terminclogy. an
individual databkase is called a VOB (Wersioned Object Base). On this layer. maintenance takes place using
FRaima tooling. Around this layer, a set of interffaces with accompanying tools is available to manage the
physical database system. This requires specific Database administrator skills.

KASPERIKYZ2



winnti
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Winnti (code)

SN HESHSN SBitmap $ I 3 0
1 -htm - -pptxd -XIS’?ﬂRI-tXt -docx
-WDS = t - > : e
o ok O?K‘ﬂo+(;:)qﬂ0.[l?loﬂqH?ﬂaPH ?ﬁ%ﬂiﬁ{#—%éﬁ R
e BTl B FEENST 1 FR GBS Wy
>cHIoN?wlMuH?AaPHKE L RE
M6?uKE°b ikFE Sl
2ul'>YP? T TE€>T 2T TEKE®L %%r“?i#T%?fE#T}?éEﬂi
MEO>u?&émflTB? Zu0y = TR ESEIE
ZrOyullb?x9BLleX a . mbﬂb?xn<P9 2 AT iRIsEt
H H 4
o chQOH?ngftﬂq?aﬂH3mK§°b Egii;r}le
ZuunzricTa?SHabs SREYST PEme 32 3| S Sl
?uYa? 1 T€2ulMaH, §§E§§§§§§§§§;EF%96%Q
FESFTFEAERE

Chinese Simplified GBK

explorer. exe. ... \cmd. exe. ... cmd. exel HFIZE2ZE B! ] . exit

L L7 BLERSER S acsenatitnnneninananenen: LISTENING......
SYN_SENT. .. ..onvenn... SEN_RECEIVED........ ESTABLISHED. .......
.L.FIN WATT. . .......... FIN WAITZ............. CLOSE_WATIT......
........ CLOSTNG.: . o v vio e iaierir e e o LS L AR o w2 v L DU ML T o o 2

The process is complete!! KAJPERIKY



EXEFILE
lcon Entry
bl e
Dialog

m-s| 103
String
focelerators
Group lcon
b anifeszt

Winnti (resources)

103 DIALOG 22, 17,

230, 75

STYLE D3_SETFONT |

CAPTION "ahout'’

LANGUAGE LANG CHINESE,
——————

DS MODALFRAME | W3_CAPTION | Wi _SYSHMENT

SUBLANG CHINESE SIMPLIFIELD

FONT &, "Swstem™

i
ICOmm a7, 2, 14, 9, 15, 16
LTEXT "auadd Wersion 1.0, -1, 49, 10, 119, &, 5% _NOPREFIX
LTEXT "Copvright (C) 20097, -1, 49, 20, 119, &
DEFPUSHEITTTON oK™, 1, 195, &, 30, 11, Wi GROUP

Chinese locale in resource section of En.exe

KASPERIKYZ2



Winnti (network comm)

Desktop
— N\

C:\Documents and Settings\AZdministrator\HBIE ZF}H\funshion.cer

KASPERIKYZ2



Winnti (c2)

rdesktop - 113.196.70.169

FFAl Windows

© Windows Server 2003
. Enrterprise Edition

Capyright © 18852003 Microsal Corparsticn

PERYKY?




Ctrl+Alt+F Ctrl+AIt+K

welcome |Z|

Hirswelcome Back!

Pressing the SHIFT key S times turns on Stickyleys StickyHeys lets you use
the SHIFT CTRL ALT or WWindows Logo keys by pressing one key at a time.

To keep StickyHeys on click OR.
To cancel Stickykeys click Cancel. I yettesm
To deactivate the key combination for StickyKeys click Settings.

')
- Cancel I Settings

Windows

To begin, click your user name

Google “ydteam” or read securelist.com :) KASPERYKY?2



PROBABLY, THE FIRST FINGERPRINTING INCIDENT
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EXPLOITS...

Mozilla Foundation Security
Advisory 2015-78

Same origin violation and local file stealing via PDF
reader

AMMNOUMNCED August 6, 2015
REFPORTER Cody Crews

IMPACT |CRITICAD |

FRODUCTS Firefox, Firefox ESR, Firefox OS

FIXED 1IN = Firefox 39.0.3
= Firefox ESR 38.1.1
s Firefox OSs 2.2

KASPER{KY#2



FLASH, HTMLS...

Flash

//Té;ﬁ%g“

Gt N B %‘“‘“
B B Evil We

Server

Fig. 2. Prior work: a browser attack using Flash included in a website. The client™s web
browser executes a Flash program, which then opens a direct connection to a logger
machine, compromising the client’s anonymity.

KASPER{KY#2



SO DIFFERENT COOKIES

Sr ﬁ A * J [~ ] samy.pl/evercockie’

"C'”'Sfarfp:zge tPoge

Got a crazy idea to improve this? Email me!

EXAMPLE

Cookie found: wnid = undefined

Click to create an evercookie. Don't worry, the cookie is a
random number between 1 and 1000, not enough for me to track
you, Jjust enough to test evercookies.

I [ Click to create an evercookie

’
pngData mechanism: undefined
etagData mechanism: undefined
cacheData mechanism: undefined
userData mechanism: undefined
cookieData mechanism: undefined
localData mechanism: null
globalData mechanism: undefined
sessionData mechanism: null
windowData mechanism: undefined
lsoData mechanism: undefined
slData mechanism: undefined

Now, try deleting this "uid" cookie anywhere possible, then
l Click to rediscover cookies ]
oxr

[ Click to rediscover cookies WITHOUT reactivating deleted cookies

KASPER{KY#2



TELL ME, WHO ARE YOU?

[ ip-check.info/index.php?jsID=15924405abc&auth=7281075948:142978999388247 =142978999388247tc-998001639c-240549389&referer=unchange

Your unigue |D: 440600593
bad
medium
medium
bad
SSL_session_id neutral
medium
medium
medium
medium
probrem__-)_
‘Google Pepper [WIN 17,0,0,169]
MWVindows 7 [ru, Thu Apr 23 2015 02:53:21 PM]
13667768, 72 DPI
Attribute “Value Rating
Javascriptis activated! (Version. 1.7) medium
Found § plugins. Flash is activel bad
Found 8 mime fypes that your browser supports. medium

KASPER{KY#2



FINGERPRINT

Device fingerprinting
Tracking you after you delete your cookies.
Tracking you after you change your IP address.

Various measurements such as the User-Agent string, screen size, time
zone, fonts, browser plugins and....rendering!

KASPERIKYZ2



Web-based fingerprint

MNumber of sites using J5-based FP

18 100K

Fingerprinting B MNum Top In In In
Provider Fonts Hank homepage homepage inner pages

Blue Cava BCACS. js 231 /167 /62 1.390 250 24 24
Perferencement tagv22.pkmin. js 154 49.979 51 [5 [5
CoinBase application-773al...snipped...]l.js 206 497 28 4 4
MMaxhlind davice. js 94 A0 24 5 5
Inside graph ig.js 355 OR.TEG 18 1 1
SiteBlackBox No fixed URL 380 1,687 14 10 10
Analyvtics-engine fp.js 9= 36,161 G - -
My treecams o-mfccore. js T1 422 3 1 1
Mindshare Tech. pomegranate.js 487 109,798 E - -
Cdn.net ce.js 207 501.583 3 - -
AFK Media fingerprint.js S5 199,319 2 - -
Anonymizer fontdetact. js &0 1158 504 1 - -
Analyticsengine fingerprint.compiled. j=s 93 522,447 1 - -

404 21 51

Table 1: Prevalence of Fingerprinting with JavaScript Based Font Probing on Top 1M Alexa sites

Source:

Year: 2013

KASPER{KY#2


https://www.cosic.esat.kuleuven.be/publications/article-2334.pdf
https://www.cosic.esat.kuleuven.be/publications/article-2334.pdf
https://www.cosic.esat.kuleuven.be/publications/article-2334.pdf

HTMLS

< canvas >



MEANWHILE: GETIMAGEDATA()

var canvas = document.getElementByld("canvas");

if (canvas.getContext)

{

var canvas = document.getElementByld("canvas");

if (canvas.getContext) { var ctx = canvas.getContext("2d");

ctx.fillStyle = "rgb(0,127,0)";
ctx.fillRect(10,10,20,20);

var Pixel = ctx.getlmageData(29,10,2,1);
KASPERYKY2



FIFTY SHADES OF FONT RENDERING

Calibri
Times New Roman
hinting/antialiasing Arial

GeOI’gla KASPER§KY?




LET ME MEASURE YOUR TEXT

HTML canvas measureTlext() Method

=] HTML Canvas Reference

Example

Check the width of the text, before writing it on the canvas:

width:155.0390625
Hello World

JavaScript:

var c=document.getElementById("mylanvas™);

var ctx=c.getContext({"2d");

ctx.font="380px Arial”;

var txt="Hellc World”

ctx.fillText({ "width:" + ctx.measureText(txt).width,18,58)
ctx.FillText{txt,18,188);

KASPER{KY#2



GetClientBoundingRect()

IBIathathahI

Impact 3409372
Georgia 3344049
Courier New 3430809
Consolas 3392005

MS Gothic 3383290

KASPERYKY2



<span>fingerprint</span>

The <span> tag is used to group inline-elements in a document.
The <span> tag provides no visual change by itself.

The <span> tag provides a way to add a hook to a part of a text or a part of a document.
for (varj=0;j < STYLES.length; j++)

{
var style = STYLESJj];var div = DIVS[style];var span = SPANS][style];

/l This is where the measurment occurs.
span.textContent = c;var w = span.offsetWidth;var h = div.offsetHeight;
// Add to checksum.

checksum = addsum(checksum, w);checksum = addsum(checksum, h);
} KAPERJKY



PROOF-OF-CONCEPT: HOW | FINGERPRINT MYSELF

- Feqgular Traffic - Crawlers/bots - Threats I .
More info

43,921 Page views o MNote: these values are estimated.
42 635 reqgular traffic 1,857 unigue visitors
6 Do these numbers seem high?
1,158 crawlers/bots CloudFlare’s analytics are offen more
accurate than other services that rely
128 threats on JavaScript. Learn more ...

B Known freats THREAT ORIGINS
€ Your security setting: low B Failed browser integrity checks
Want to leamn more a_tloutthe H_Jreats B Stopped by advanced security @D
stopped from accessing your sites? - - [
o

Check out the Threat Control panel. B Blocked by IP or country
& ol =&
Q@i‘ o

&
[ Hotlinking prevented &5 ‘g,s‘? &

>

KASPER{KY#2



PROOF-OF-CONCEPT: INJECT IT!

<hTml>

<head>

<titlex>Skaniki | Cranep cTpykTypwm cafita (Defec Tech)«/ /titlex

<META MAME="keywords" content="ckanep, cTpykTypa, cahT, Defec, SezonacHocTe, IawyuwTa, aTaxkW, OUEHKS SalWSHHOC
SaUMIWEHHOCTH, YAIEMMOCTE >

<META MAME="description” content="Skaniki | CwkaHep cTpykTypw caiTa (Defec Tech)™:»

<META MAME="author”™ content="Mikituki, c@&n Difesa">»

<META MAME="Copyright” content="® Defec Tech, 2e82. MNpv HCNOAB3ICEEHWH MaTEpPWANOE CaWTa CCBIKa& Ha MCToYHuMK obas
<META NAME="classification™ CONTENT="Security™>

<«link rel="icon" href="/favicon.icoe" type="image/x-icon™:>

<link rel="shortcut icon” href="/fawvicon.ico" type="image/x-icon":>

<style type="text/css":>img{border:e; }BODY{overflow: hidden;background-image:url{ 'bg.jpg'):ibackground-repeat:no-
top:-15@px;text-align:center}«</style:

</head>
script src js"x< script> -
SCrip YPE= LText,; javascrip
var galsHost = {("https:" == document.location.protocol) * "https://ss1." : "http:/ www.™);

document .write{unescape{"#3Cscript src=
</script>

<script Language="JawvaScript":

function show scan()

+ galsHost 4+ "google-analytics.comfga.js' type='"text/javascript'%3E

KASPER{KY#2



PROOF-OF-CONCEPT: ANALYZE IT!

BB edit log2304.1og - Far 3.0.3525 x64

[23/Apr/201
[23/Apr/20©

NINNN

[22/Apr /2015 f :
[23/Apr/2015:06: 25
[23/Apr /201
[23/Apr /20
[23/Apr /2¢
[23/Apr/2015:06:2
23/Apr/2015:06:
23 /Apr/2¢ %
23/Apr /20
2

- 34 +ﬁﬁﬁﬁ]
+0000 ]

5:46 +0000]
5:49 +0000]
5:58 +0000]
05 +0000]

3/Apr/2¢
23 /Apr/2¢
23/Apr/20
- - [23/Apr/201
[23/Apr/201

[23/Apr/2¢
[23/Apr/20
[23/Apr/20
[23/Apr/20
23/Apr /2015
23/Apr /201
g’j/Apy“/Ai.
- - ["/Apr/40i
— — I22/Aar /7201

L
L
L
- - [2
[
L

C +000 l..';:]
30 -64 +(')‘"}l’"\t"‘]

1-008 +HHLH]

[
- [
[

-" 484 3018 "http://defec.ru/rss.xml Mozilla/5.0 (com
-" 381 5 "http://defec.ru/torrify freebsd Mozilla/4.0
-" 200 3 13 "http://defec.ru/torrify_ freebsd Mozilla,
-" 200 £ - Mozilla/5.© (compatible; Googlebot/2.

name=ya. Pu&kapcha 53745&ind=480&scandir=checked
-" 3201 5 "http://defec.ru/torrify freebsd Mozilla/4.0
http://defec.ru/torrify freebsd Mozilla
http://defec.ru/scaner/ Mozilla/5.0 (Wi
6 "http://defec.ru/scaner/ Mozilla/5.0 (Wi
data A78422Impact42263AA222c96a359cc5c4223d6c5f8a0£22£
1¢ 5 - Mozilla/5.0 (Windows NT 6.1; rv:31.0
http //defec.ru/ Mozilla/5.0 (wlndows NT ©6
24 "http://defec.ru/ Mozilla/5.0 (Windows N
3 http://defec.ru/scaner/index.php Mozill
data A7BAZZImpactA22ABA4222c96a359cc5c4223d6c5f860422£
- 404 313 http://defec.ru/++++++++++++++++++++++++++
A% %) http://defec.ru/ Mozilla/5.0 (Windows N
name=defec.ru&kapcha=66500&ind=7833&scandir=checked” 2
4963 - FeedBurner/1.0 (http://www.FeedBurner..
- 3801 5 "http://defec.ru/torrify_ freebsd Mozilla/4.0
20¢ 8143 "http://defec.ru/torrify freebsd Mozilla
- FeedDemon/4.5 (http://www.feeddemon.com
- FeedDemon/4.5 (http://www.feeddemon.com
FeedDemon/4.5 (http://www.feeddemon.com/;
5 "http://defec.ru/torrify freebsd Mozilla/4.0
V1A h++nrn-//daefar raa’/ftorrifyvy freahed Moa-311a

200

- 200

= 499 ©

= 200

>7

200

B (=
185850

= 200




PROOF-OF-CONCEPT: PEACE OF... DUMP

{"Times New Roman":"c2¢91d5b3c4fecd9109afeOe",
"Arial":"4917211a76ddf69db033e125", "Courier
New":"eb211de3b75234ea90a50c3f",
"Symbol":"709ab9f882b1808b323e7d09", "Droid
Sans":"fbc25f5e038a28b94454fal3", "DejaVu
Sans":"cObf2bce71e4313758d1aba8",
"serif":{"d":"5daa940a38e3b137916aadcbh", "fonts":["Impact","Bookman
Old Style","Consolas", "MS
Gothic","Constantia","Calibri","Cambria","Wingdings", "Webdings","Ubuntu
Mono","Inconsolata”,"Inconsolata LGC", "Source Code Pro","Lucida
Handwriting","Georgia","System","vgaoem"]}, "sans-
serif":{"d":"46a9a2d351881662502ed793","fonts":[]}}

KASPERIKYZ2



VECTOR OF ATTACK

KASPERYKY2



XSS IS A PAIN OF WEB

179
% ® Medium

m Low
m XSS
m Others

KASPERYKYZ



FINGERPRINT BY THE FONT

KASPERYKY2



SCANNING OF C&C ADMIN'S PANEL

05% = Online

05%

m Offline m Canvas

m Seized

KASPER{KY#2



ALTERNATIVES

Math routines with floating point?
Measuring time of calculations?
Mouse/pointing events?

Battery Status API?

Unique keystrokes traits?

Other gaps...

KASPERIKYZ2



THANK YOU!
QUESTIONS?

KAYPERYKY
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